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ELECTROMAGNETIC PULSE (EMP): SHOULD 
THIS BE A PROBLEM OF NATIONAL CON- 
CERN TO PRIVATE ENTERPRISE, BUSI- 
NESSES SMALL AND LARGE, AS WELL AS 
GOVERNMENT? 


TUESDAY, JUNE 1, 1999 

House of Representatives, 

Subcommittee on Government 

Programs and Oversight, 
Committee on Small Business, 

Washington, DC. 

The Subcommittee met, pursuant to notice, at 12:05 p.m., in the 
Parsons Auditorium, Applied Physics Laboratory, The Johns Hop- 
kins University, 11100 Johns Hopkins Road, Laurel, Maryland, 
Hon. Roscoe Bartlett, (chairman of the subcommittee) presiding. 

Chairman Bartlett. Let me call our Subcommittee to order. 

Good morning. It is a pleasure to welcome you to this hearing of 
the Subcommittee on Government Programs and Oversight of the 
House Small Business Committee. I would especially like to thank 
those of you who have traveled some distance to participate in this 
hearing. 

This hearing is being held because the damage to our economy, 
businesses large and small — not to mention national security — 
from electromagnetic pulse (EMP) could dwarf anything associated 
with the well-known Y2K problem. Yet the EMP threat is virtually 
ignored by our government and is practically unknown to the gen- 
eral public. 

Concerns about the proliferation of nuclear weapons and the pos- 
session of such weapons by rogue nations makes a discussion of 
problems associated with EMP and the magnitude of those prob- 
lems a most timely topic. However, few congressional hearings 
have been devoted to this topic, and there is little, if any, public 
awareness of EMP. 

As a matter of fact, I think that, previously, in 1997, we had the 
first ever full hearing on EMP effects in the R&D Subcommittee of 
our then National Security Committee. So this will be the second 
full hearing devoted to the problem of EMP effects. 

When I was recently in Vienna, Austria, a member of the Rus- 
sian Duma, Vladimir Lukin, who was the ambassador to the 
United States at the end of the Bush administration and the begin- 
ning of the Clinton administration — he is now chairman of their 
Foreign Affairs Committee in the Duma — he was one of three mem- 
bers of the Russian Duma that met with 11 members of the U.S. 

( 1 ) 
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Congress in Vienna about five weeks ago, now, to discuss a frame- 
work agreement for ending the conflict in Kosovo. He made two 
comments during those discussions which, I felt, were significant. 

One was he said that “You are bombing Yugoslavia and your 
president says that it is not war. Could we drop an atomic bomb 
on you and say that it was not war?” 

And then, of particular relevance to our hearing today, he said 
in the hearing, “If we really wanted to hurt you” — and Congress- 
man Curt Weldon, who was leading our delegation, is somewhat 
fluent in Russian, at least he can understand it, and he knew what 
Vladimir Lukin was saying before the translation, and he pointed 
to him and said, “Do you hear what he’s saying?” 

What Lukin said was, “If we really wanted to hurt you, we would 
launch an ICBM from the sea with little chance of retaliation” — 
because, if it comes from the sea, how do you know who did it in 
today’s world? — “and we would detonate the weapon at high alti- 
tude, creating an EMP effect which would shut down your country 
for a month or two,” he said. 

I am not sure if he appreciates how vulnerable we may be to that 
type of an EMP lay-down. 

Well, I felt that that comment was a significant one, coming from 
a person of that stature, in particular relevance to our hearing 
today. 

This statement did not surprise me, but, unfortunately, it would 
come as a surprise to most Americans. I believe it is imperative 
that our government take steps to defend against EMP. As with 
Y2K, the public and businesses need to be informed about what 
steps they could take to prevent or minimize damage from EMP. 

It would appear that the number of contracts awarded to small 
businesses by the federal government for EMP research has dimin- 
ished significantly in the last five years. Is the federal government 
placing the correct priority on the problems associated with EMP 
and with the possibility or probability that they may occur? Is the 
public being correctly informed by the federal government as to 
what EMP is, the magnitude of the threat and the problems associ- 
ated with it? 

It is hoped that the testimony today will answer some, if not all, 
of these questions. Also, it is hoped that the hearing and the per- 
manent record available to the public after the hearing, both in 
hard copy and in abridged form on the Internet, will provide 
heightened awareness of what EMP is and the problems it could 
create. 

Again, thank you all for participating in this hearing. And thank 
you, in the audience, for attending this hearing. 

[Mr. Bartlett’s statement may be found in the appendix.] 

Chairman Bartlett. Let me welcome our witnesses. 

Mr. Ron Wiltsie, Program Manager, Strategic Systems, Applied 
Physics Laboratory, Johns Hopkins University, thank you, sir. 

Dr. Gordon Soper, Group Vice President, Defense Group, Incor- 
porated. 

And Dr. Lowell Wood, senior staff member, Lawrence Livermore 
National Laboratory. 

I have the testimony of you three and I have read it, and thank 
you very much. 
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And Col. Richard Skinner, Principal Director, C3ISR and Space 
Systems, Department of Defense. 

Thank you all very much for being with us. Let me stipulate 
that, without objection, your full testimony will be made a part of 
the public record. If there is additional information you would like 
to add, we will hold the record open for several days so that you 
will have an opportunity to do that. 

We would encourage you to, perhaps, summarize your written 
testimony. There will be ample opportunity during the question 
and answer period which follows to amplify on your testimony. 

We will begin with Ron Wiltsie. 

STATEMENT OF RONALD J. WILTSIE, PROGRAM MANAGER, 

STRATEGIC SYSTEMS, APPLIED PHYSICS LABORATORY, 

JOHNS HOPKINS UNIVERSITY 

Mr. Wiltsie. Good afternoon. Congressman. Thank you for the 
opportunity to testify before the Small Business Subcommittee on 
Government Programs and Oversight. 

In this statement, I will consider the phenomenology of electro- 
magnetic pulse, or EMP as it is called, and identify specific EMP- 
related vulnerabilities of ground system components of the civilian 
infrastructure. 

My full testimony discusses protection against EMP, as well as 
nuclear threats to space-based elements of the infrastructure. It 
specifically reviews threat environments and the effects of prompt 
and delayed radiation exposure on satellite systems. Due to the 
limitations of time this afternoon, I will not address those aspects 
in these remarks. 

This view graph shows the basic phenomenology of an EMP 
event. The detonation of a nuclear weapon produces high-energy 
gamma radiation that travels radially away from the burst center. 

When the detonation occurs at high altitudes, greater than 40 
kilometers, the gamma rays directed toward the earth encounter 
the atmosphere, where they interact with air molecules to produce 
positive ions and recoil electrons, called Compton electrons after 
the man who discovered the effect. 

The gamma radiation interacting with the air molecules produces 
charge separation as the Compton recoil electrons are ejected and 
leave behind the more positive ions. 

The earth’s magnetic field interaction with the Compton recoil 
electrons causes charge acceleration, which further radiates an 
electromagnetic field. 

EMP is produced by these charge separation and charge accelera- 
tion phenomena, which occur in the atmosphere in a layer about 
20 kilometers thick and about 30 kilometers above the earth’s sur- 
face. 

The area of the earth’s surface directly illuminated by EMP is 
determined entirely by the height of the burst. All points on the 
earth’s surface within the horizon, as seen from the burst point, 
will experience EMP effects, as depicted in this view graph. 

Note that a burst on the order of 500 kilometers can cover the 
entire continental United States. The amplitude, duration, and po- 
larization of the wave depend on the location of the burst, the type 
of weapon, the yield, and the relative position of the observer. 
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The electric field resulting from a high-altitude nuclear detona- 
tion can be on the order of 50 kilovolts per meter with a rise time 
on the order of ten nanoseconds and a decay time to half-maximum 
of 200 nanoseconds. 

A localized lightning strike, by comparison, 10 meters away, has 
a higher peak amplitude, but it occurs later than the EMP, and, 
therefore, protection may be available. 

It is important to point out that the peak amplitude, signal rise 
rate, and duration are not uniform over the illuminated area. The 
largest peak intensities of the EMP signal occur in that region of 
the illuminated area where the line of sight to the burst is perpen- 
dicular to the earth’s magnetic field. 

At the edge of the illuminated area, farthest toward the horizon 
as seen from the burst, the peak field intensity will be lower and 
the EMP fields will be somewhat longer-lasting than in the areas 
where the peak intensities are largest, but even there, the levels 
can be very significant. 

The EMP threat is unique in two respects. Eirst, its peak field 
amplitude and rise rate are high. These features of EMP will in- 
duce potentially damaging voltages and currents in unprotected 
electronic circuits and components. 

Second, the area covered by an EMP signal can be immense. As 
a consequence, large portions of extended power and communica- 
tions networks, for example, can be simultaneously put at risk. 
Such far-reaching effects are peculiar to EMP. Neither natural phe- 
nomena nor any other nuclear weapon effects are so widespread. 

In summary, we have found that the phenomena are very real 
and well understood by the nuclear weapons effects community. 
Our strategic systems and our command and control and commu- 
nications infrastructure have been designed and built to survive 
and operate effectively in such an environment. However, there 
would likely be pronounced effects on the civilian infrastructure 
from such a pulse. 

The magnitude and extent of these effects is difficult even to esti- 
mate, and, therefore, it is probably not feasible to completely pro- 
tect the entire infrastructure from the effects of such a pulse. 

This concludes my statement. I hope that I have been able to 
give you an idea of the phenomenology associated with EMP. I sin- 
cerely thank you for the opportunity to address the Committee. 

[Mr. Wiltsie’s statement may be found in the appendix.] 

Chairman Bartlett. Thank you very much. 

Dr. Soper. 

STATEMENT OF MR. GORDON K. SOPER, GROUP VICE 
PRESIDENT, DEFENSE GROUP, INC. 

Dr. Soper. Thank you. Good afternoon, Mr. Chairman, ladies 
and gentlemen. I am Gordon Soper. I am the Group Vice President 
of a small research company called Defense Group, Inc. 

I certainly appreciate the opportunity to speak today, first, as a 
representative of small business and as a recent graduate of 34 
years of federal service with the Department of Defense. 

As you noted, our formal written testimony has been inserted in 
the record. I will confine my brief oral remarks to a summarization 
of that and, obviously, be prepared to respond to your questions. 
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You mentioned, Mr. Chairman, that almost two years ago, the 
Chairman of the President’s Commission on what was called the 
Critical Infrastructure Protection Program testified before the R&D 
Subcommittee of the, then. House National Security Committee, 
and I quote, “the threat of a major debilitating EMP attack gen- 
erated % a nuclear weapon is remote at this time.” 

In the same testimony, the Chairman said, and I quote again, 
“Such an event is so unlikely and difficult to achieve that I do not 
believe it warrants serious consideration at this time.” 

I believe we are here this afternoon to keep the debate on this 
important issue open, and I thank you for that opportunity. 

Granted, an EMP attack is not very likely and it is most cer- 
tainly difficult to achieve. But the major potential consequences for 
our national infrastructure call for a more considered response. 

I do not believe that EMP is being considered in the ongoing in- 
frastructure protection program. And, except for hearings such as 
this, the government is devoting relatively little attention to this 
problem, in my judgment. 

I know, as you do, that there are many tough choices facing our 
country today. We are at war. There are many and important de- 
mands on our taxpayers’ dollars. In the face of these demands, is 
it prudent to spend some, if any, of these precious resources on a 
threat that, to many people, seems far too remote? 

I personally believe, however remote, that an EMP attack would 
result in unacceptable disruption and damage to our commercial 
electronic infrastructure. We thus are faced with an obvious di- 
lemma. It is without question that “unprotected” electronic systems 
must be considered at risk when exposed to the environments and 
effects of nuclear weapon detonations. Unfortunately, the level of 
risk and the consequences of continental-wide exposure of our elec- 
tronic infrastructure are simply not calculable to any degree of cer- 
tainty. 

Arguments have been put forth that our electronics infrastruc- 
ture is of itself so complex, so vast, and so redundant that we can 
be confident that not all systems will fail simultaneously when ex- 
posed to a nuclear explosion environment, particularly a high-alti- 
tude nuclear detonation. 

It is fair, on the other hand, to assume that upset and damage 
will occur, but it is impossible on this scale to predict precisely how 
extensive the damage will be or to predict confidently beforehand 
whether the system will operate adequately after being exposed to 
this threat. 

Perhaps as a starting point at trying to quantify a “protection” 
plan for a typical commercial electronics infrastructure, govern- 
ment and industry, working as partners, could begin with a three- 
point approach. 

First, we must focus on protecting those elements that we cannot 
afford to lose. Next, we should develop a procedure for restarting 
those systems after distributed, wide-area system failures. Finally, 
we must be prepared to accept a certain degree of risk for those 
elements that we simply cannot afford to adequately protect. But 
we must know which is which. 

I have worked on this problem my entire professional career. As 
my colleague Ron Wiltsie has said, EMP is real. EMP will be gen- 
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erated if nuclear weapons go off. EMP energy, with certainty, will 
be transmitted into our microelectronics-based society. There truly 
could be a serious, and, in my opinion, perhaps unacceptable, im- 
pact on our civilian infrastructure. 

I believe that this matter deserves greater attention than it is 
being given today. We, as a nation, need a balanced, a rational, and 
a careful review of this issue to better understand the potential ef- 
fects on our increasingly sophisticated and, perhaps, increasingly 
fragile electronics and the aggregate effects on the fast-growing, 
interconnected, and interrelated networks of systems that make up 
our civilian and military infrastructure. 

One final word or caution, if I may. Look at us. We are getting 
old. Well, let me speak for myself, at least. The intellectual founda- 
tion that underpins this esoteric science is atrophying. I do not see 
it being replaced. This is not a growth industry for businesses, 
large or small. 

We need your support, Mr. Chairman. You and your colleagues 
must help to ensure stable budgets for the limited research that is 
being sponsored by organizations such as the Defense Threat Re- 
duction Agency and the work that is being done at our national 
laboratories. Without this support, small businesses like mine, like 
DGI, will not be able to hire and to train the young scientists that 
will carry on this effort. The threat is not going to go away. 

Thank you for the opportunity to be here today. I enjoyed talking 
to you. 

[Dr. Soper’s statement may be found in the appendix.] 

Chairman Bartlett. Thank you very much for your testimony. 

Tom Clancy may not know all of you, and if he knew all of you, 
he may not have introduced me to Dr. Lowell Wood the way he did, 
because he indicated to me that Dr. Wood was the smartest man 
hired by the U.S. Government, so I was anxious to meet Dr. Wood, 
and I will say that, after meeting him, I am not sure that I would 
argue with Tom Clancy. So, I am really pleased to have Dr. Lowell 
Wood here today. 

Dr. Wood. 

STATEMENT OF MR. LOWELL WOOD, SENIOR STAFF MEMBER, 
LAWRENCE LIVERMORE NATIONAL LABORATORY 

Dr. Wood. Thank you very much, Mr. Chairman. Both you and 
our mutual friend, Tom Clancy, are much too kind. 

Electromagnetic pulses, EMP, generated by high-altitude nuclear 
explosions have riveted the attention of the military nuclear tech- 
nical community for three-and-a-half decades, since the first com- 
paratively modest one very unexpectedly and abruptly turned off 
the lights over a few million square miles of the mid-Pacific. 

This EMP also shut down radio stations and street lighting sys- 
tems, turned off cars, burned out telephone systems, and wreaked 
other mischief throughout the Hawaiian Islands, nearly 1000 miles 
distant from ground zero. 

The potential for even a single high-altitude explosion of a more 
deliberate nature to impose continental-scale devastation of much 
of the equipment of modern civilization and of modern warfare soon 
became clear. EMP became a technological substrate of the black 
humor of the times: suppose they gave a war and nobody came? 
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It was EMP-imposed wreckage, at least as much as that due to 
blast, fire, and fallout, which sobered detailed studies of the post- 
nuclear attack recovery process during the 1970s, when essentially 
nothing electrical or electronic could be relied upon to work, even 
in rural areas far from nuclear blasts. 

It was surprisingly difficult to bootstrap national recovery and 
post-attack America, in these studies, remains stuck in the very 
early 20th century until electrical equipment and electronic compo- 
nents began to trickle in to a Jeffersonian America from abroad. 

For obvious reasons, the entire topic of EMP was highly classi- 
fied in those times and congressional oversight was generally cir- 
cumspect and conducted in closed session. Indeed, this is the first 
oversight hearing of which I am aware which has taken place out- 
side the rather cloistered confines of the Armed Services Commit- 
tees and only the second open one held by any committee. 

And I congratulate you, Mr. Chairman, for the extraordinary vi- 
sion and dedication to bedrock, albeit less fashionable aspects of 
the nation’s security and well being, which are evidenced by today’s 
hearing. 

The third decade following the high-altitude tests of the early 
sixties saw the expenditure of roughly five billion present-day dol- 
lars by the Defense Special Weapons Agency, now part of the De- 
fense Threat Reduction Agency, and its predecessors, the Defense 
Atomic Support Agency and the Defense Nuclear Agency, to de- 
velop a detailed, working-level understanding of EMP and related 
nuclear effects phenomena and the consequences for both our own 
and our adversaries’ military hardware systems. 

Substantially larger sums were expended by other components of 
the DOD in order to express this understanding as force and being, 
primarily to defend especially vital military equipment against 
EMP’s destructive effects. 

Regrettably, these defensive efforts directed towards strategic 
military capabilities were not perfectly fruitful. To be sure, there 
were some outstanding success stories. However, a number of im- 
portant military systems were quite incompletely defended and 
some were defended only on paper. 

Even more regrettable was the fact that much military hardware 
and systems, especially those not considered vital to the conduct of 
strategic war, were not hardened against the EMP very much at 
all. 

As a result, at the present time, our national profile of vulner- 
ability to EMP attack is highly uneven, with large parts of our 
military machine and virtually all of the equipment undergirding 
modern American civilization being EMP-vulnerable. 

Through the end of the cold war, our national posture, though 
unfortunate, arguably could be tolerated. Only one nation, the So- 
viet Union, could mount EMP attacks on the U.S. and likely only 
as the first major punch of a fight to the death conducted with 
EMP-hardened means. 

Indicated responses to any EMP attack then were clear. To be 
sure, the maximum Soviet capability to impose such attacks still 
exists today, as you noted, in your opening statement, Mr. Chair- 
man, in the strategic forces of the Russian federation. 
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And I unhesitatingly predict that it will continue to exist for 
many decades to come. Russian rulers, even the Russian version of 
liberal democratic leaders, if we ever see such, will not readily for- 
sake such a whip hand over the entire planet. 

Today, we watch the ongoing diffusion by purchase and perhaps 
by illicit routes, at least as much as by indigenous development, of 
nuclear weapons technologies throughout the third world. At the 
same time, we are compelled to acknowledge the unique opportuni- 
ties for defeating both advanced U.S. forces abroad and the Amer- 
ican nation itself, which are offered to our adversaries by EMP-cen- 
tered attacks. 

You have heard about the revolution in military affairs and the 
promise which it extends for far greater effectiveness of a post-rev- 
olutionary American military. You have likely heard far less about 
the classic Achilles heel which EMP poses to any information-in- 
tensive military force completely dependent for its electronic data 
flows on EMP-fragile integrated circuits. 

There arises the regrettably real prospect that EMP weaponry, 
assuredly if nuclear and, perhaps, even if non-nuclear, could 
abruptly transform a future Desert Storm-type operation from an- 
other historic victory to a memorable American defeat. 

Such EMP weaponry could also be deployed with only slightly 
more advanced means from space to rip up the electrical and elec- 
tronic infrastructure of the American homeland. Thus, the de facto 
national policy of nakedness to all of our potentially EMP-armed 
enemies takes on ever more the character of national scale mas- 
ochism. It is perverse and irrational and is assuredly not necessary 
or foreordained. 

Relative to the two years since any committee of the House last 
held a hearing on this subject, it is useful to ask what has changed 
and what has not. 

The natural laws governing EMP have not changed, nor has the 
EMP-oriented Russian strategic nuclear war machine. American 
preparedness against EMP has not improved. Rather, the operation 
of Moore’s Law continues to endow our national infrastructure with 
ever higher performance and thus more innately fragile electronics. 

Notably, third world nuclear weaponry capabilities and long- 
range rocketry both continue to advance rapidly. Specifically North 
Korea, a nation which has elected to lose perhaps as much as a 
tenth of its population to starvation over the past few years and 
which is still formally at war with the United Nations and with the 
United States, nonetheless has been allowed to gain nuclear weap- 
ons capabilities and is, even now, on the threshold of interconti- 
nental ballistic missile ownership. 

I am sure that if my colleague, Robert Walpole, could be with us 
today, he would emphasize those points, as he has in recent brief- 
ings, both public and private. 

In short, our previously low to mediocre national position vis-a- 
vis EMP attacks has deteriorated remarkably over the past two 
years, and it is not exaggerating to forecast major peril. It is there- 
fore heartening to see the Congress remain apprised of the EMP 
threat, for too much of the executive branch has seemingly re- 
signed itself or, worse by far, is actively diluting itself, as my col- 
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league, Dr. Soper, just quoted regarding the nature and severity of 
EMP. 

The executive branch is currently struggling to prepare in a 
timely manner to cope with the so-called Y2K problem. You should 
be devoting far more concern to the issue of EMP effects on the na- 
tion’s infrastructure, for the former, Y2K problem, now is a matter 
of possible inconvenience, here and there, for a duration of a few 
days, while the latter, the EMP threat, is truly a life-and-death 
issue for the nation. 

In my prepared statement, I offer a sketch of a plan for a con- 
gressional initiative to harden the civilian aspects of the national 
infrastructure. I believe that such a plan could be implemented 
quickly and with modest cost and could confer major benefits to the 
nation’s security against this most asymmetrical and unconven- 
tional of foreign threats on a few-year time scale. 

This plan leverages the substantial and praiseworthy progress 
being made by the services in quickly and inexpensively hardening 
COTS, commercial off-the-shelf, hardware of many types for tac- 
tical use in EMP-shadowed circumstances. 

Such progress may be made with very modest means indeed. In- 
deed, means such as these, the sort of means that you can pick up 
at the neighborhood corner electronics shop, what has kind of re- 
placed the dime store in modern America. 

I look forward to responding to any questions or comments which 
you and your colleagues might have regarding this plan. 

For the sake of America’s future in a nuclear, multi-polar world, 
one in which diffusion of nuclear weaponry and the means of deliv- 
ering it at high altitude presently take place more rapidly than at 
any other time in history, I appeal most earnestly to you and your 
colleagues to remain seized of this vital issue, for it is one of the 
few which in and of itself carries the potential of military victory 
or defeat, perhaps even of national well being with the devastation 
of American civilization. 

Thank you, Mr. Chairman. I will be grateful if my prepared 
statement can be included in the hearing record as you indicated. 

[Dr. Wood’s statement may be found in the appendix.] 

Chairman Bartlett. Thank you. Thank you very much. 

Col. Skinner. 

STATEMENT OF COL. RICHARD W. SKINNER, PRINCIPAL DI- 
RECTOR, COMMAND, CONTROL, COMMUNICATIONS, INTEL- 
LIGENCE, SURVEILLANCE, RECONNAISSANCE AND SPACE, 

OFFICE OF THE ASSISTANT SECRETARY OF DEFENSE 

Col. Skinner. Thank you, Mr. Chairman. I am Rick Skinner. I 
currently serve as the Principal Director, Command, Control, Com- 
munications, Intelligence, Surveillance, Reconnaissance and Space 
Systems in the Office of the Secretary of Defense. 

And thank you for the opportunity to address the community on 
an issue that is of some importance to the Department of Defense, 
that is, electromagnetic pulse and, similarly, radio frequency weap- 
ons. I have submitted a statement for the record, but I would like 
to summarize a few key points for the Committee. 

We know the detonation of a nuclear weapon above the earth’s 
atmosphere will produce electromagnetic pulse that can, under cer- 
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tain circumstances, damage electronic equipment. If the equipment 
was built and maintained to EMP-hardened specification, the en- 
ergy will be safely dissipated. 

But, in the case of commercial equipment, we do not know what 
margins or tolerances have been built into this equipment, so it is 
difficult to predict the extent to which temporary or permanent dis- 
ruption to the equipment’s normal operation will be experienced. 
When we put this equipment into a complex network, it is difficult 
to predict how the network will respond to an EMP event. 

While EMP is a threat, it is not considered a highly probable 
threat in today’s world. The President’s Commission on Critical In- 
frastructure Protection, led by retired General Tom Marsh, recently 
assessed threats and vulnerabilities to the national interest and 
the national infrastructure. 

The commission’s review included telecommunications, electrical 
power grids, oil and gas systems, banking and financial systems, 
emergency services and the continuity of government. 

The commission reported that an EMP event would potentially 
devastate portions of the national infrastructure. At the same time, 
the commission found EMP is one of the least likely threats. The 
commission also considered radio frequency weapons. The commis- 
sion concluded that our adversaries could find easier ways to do 
more damage than by either use of EMP or RE weapons and that, 
because of this, the potential for such an event was unlikely. 

While an unlikely threat, EMP and RE weapons would have seri- 
ous impact in military command and control systems, so we have 
programmed a study and developed responses to this threat. We 
spend approximately $25 million a year on these activities. 

We have a defense technology objective, that is, a science and 
technology priority, for balanced electromagnetic hardening tech- 
nology. The goal of this effort is to develop and demonstrate inno- 
vative and affordable methods for integrated hardening of systems 
and testing of military applications against high-power microwave 
and high-altitude electromagnetic pulse effects. 

Some of the efforts underway within this technology objective are 
the development of a personal computer-based EMP environment 
and coupling software model, a generic, simple-to-install hardware 
kit for hardening commercial off-the-shelf computers, and a radio 
frequency attack detector we call a witness chip. There are other 
activities within this technology objective, but I thought these three 
may be of most interest to you. 

Based on DOD-sponsored research and other studies from the 
government and private sector, we have found several things you 
may find useful. In general, consumer electronics may be upset, but 
often are not permanently damaged by low to moderate levels of 
EMP. There are more detailed summaries of our findings in this 
area in my statement for the record. 

Number two, the move from copper communications cable to fiber 
optics will create a more resilient infrastructure. Fiber optics do 
not act as an antenna to collect electromagnetic energy and there- 
fore reduce EMP vulnerabilities. 

Three, the widespread use of automated systems and factories 
and medical systems has resulted in the design and manufacture 
of commercial equipment which is highly immune to noisy elec- 
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trical environments which are similar to EMP. These design con- 
cepts are being employed in other consumer electronics as well. In 
fact, as Lowell showed, you can go to Radio Shack and find a RE 
surge protector which, in many ways, represents some of the tech- 
niques we would use to protect a system against EMP. 

Number four, and most important, perhaps, is that the life cycle 
maintenance of EMP protection must be addressed if EMP is a con- 
cern. This means that modifications, inspections, repair actions, 
and operations must take into account the EMP integrity of the 
equipment. This additional operations and maintenance burden 
must be addressed whenever a decision is made to protect against 
EMP vulnerabilities. 

You may also be interested in another effort which is now just 
getting underway because it is a small business innovative re- 
search activity which the U.S. army is soliciting contracts for. The 
effort has the title Mitigation of Magnetohydrodynamic Electro- 
magnetic Pulse Effects on Long Lines for Missile Defense Systems 
and Infrastructure Protection. 

The objective of the program is to identify, develop, and dem- 
onstrate low-cost techniques to protect military and critical infra- 
structure systems with long power and communications lines from 
the effects of EMP. 

We would hope that the results of this and similar efforts will 
assist in our understanding of how best to address the potential 
EMP threat to our military capability and our national infrastruc- 
ture. 

In summary, we know that while an unlikely event EMP could 
inflict damage to the national infrastructure. We have taken meas- 
ures to ensure the critical military command and control structures 
the nation depends on to respond to such an event are resilient to 
these threats. 

There is concern that a combination of the commercial power 
grid, telecommunications networks in the private sector, and com- 
puting systems remains vulnerable to widespread outages and up- 
sets due to EMP. 

Detailed analysis of critical civilian systems would be useful to 
better understand the magnitude of the problem. We look to the 
government’s critical infrastructure protection program to address 
these concerns. 

Mr. Chairman, on behalf of the Office of the Secretary of De- 
fense, I appreciate the opportunity to present these comments on 
EMP-related programs and look forward to your questions. 

[Col. Skinner’s statement may be found in the appendix.] 

Chairman Bartlett. Thank you very much. 

What I would like to do first is to get on the record the recent 
references to EMP and such public things as what “Nuclear Train,” 
I think, was a recent two-part series on television 

Dr. Soper. “Atomic Train,” I think. 

Chairman Bartlett. What was it? 

Dr. Soper. “Atomic Train.” 

Chairman Bartlett. “Atomic Train?” “Atomic Train.” 

How many such references to EMP can the members of the panel 
remember so that we can get it on the record? 
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What I want to do is to substantiate that we are not giving away 
national secrets in talking about EMP, that it is out there in the 
public. 

What other references can you remember? One of you had a list 
of these in your testimony, I remember. 

Dr. Soper. I referred to at least three. I think the first one, I re- 
member, was a made-for-T.V. movie called “The Day After.” The 
reference to EMP in the “Atomic Train,” and a reference in a 
James Bond Movie, “Golden Eye,” and at least one other, “Pan- 
dora’s Box,” I think. And there have been a number of articles in 
Popular Mechanics-like publications that talk about EMP. 

I have written a few articles for publications like Defense Elec- 
tronics in an effort to, at least, demystify EMP and make the public 
aware of this relatively esoteric subject. 

But, at any rate, attempts have been made at bringing this issue 
to the public. There are no formal programs that are sponsored by 
the government. FEMA, the Federal Emergency Management 
Agency, for example, might be one that you would expect. I just do 
not know. But those few that I have mentioned are the ones that 
I remember where EMP was mentioned. 

And as I think I said in my written testimony, and my colleague 
Dr. Wood would appreciate this, some severe liberties were taken 
with the physics and the description of EMP in some of these mov- 
ies and publications. So one needs to be careful. While they may 
be describing EMP, the underlying physics would perhaps not pass 
a graduate exam at the University of Tennessee, my alma mater. 

Chairman Bartlett. Dr. Wood? 

Dr. Wood. Mr. Chairman, I also was concerned that, since this 
was an open hearing, that matters be traceable to public docu- 
ments of the government, and the one that I would particularly 
commend to the Committee’s attention is a book, actually a series, 
that were sponsored for many years by the old United States Atom- 
ic Energy Commission, edited by Samuel Glastone and Philip 
Dolan, entitled “The Effects of Nuclear Weapons.” 

This is a volume of most of a thousand pages which discusses nu- 
clear weaponry effects from the standpoint, if you will, of a military 
officer or a senior policy-oriented civilian to tell them, basically, 
how nuclear weapons perform and what their effects in the envi- 
ronment are. 

There is a quite extensive discussion of EMP there, including 
some of its quantitative features, and so it is certainly feasible to 
speak in public rather extensively and in fair detail of what the ef- 
fects of EMP are. 

The matters which the government still considers classified are 
the details in respect to how nuclear weaponry, particularly spe- 
cially designed nuclear weaponry, might produce particularly large 
bursts of EMP or bursts of EMP that have very unusual character- 
istics that could defeat defensive means. Those are the things, and 
the only things, which are still withheld in any public debate. 

Chairman Bartlett. Recently in the news was an indication 
that among those things which the Chinese have been able to se- 
cure from our national labs was the design of an EMP-enhanced 
weapon. That is correct? Are any of you familiar with that? 
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Dr. Wood. I am not able to speak to that, Mr. Chairman. I am 
sorry. 

Chairman Bartlett. Okay. This was in the public press that 
this was one of the several things that they, presumably, had been 
able to get from our national laboratories. 

Two other public references 

Dr. Wood. I will be happy to speak to you about that privately. 

Chairman Bartlett. Yes. All I am referencing is what was in 
the public press, that that was one of the things which they were 
able to get from our national laboratories. 

I first contacted Tom Clancy because in one of his books, he had 
an EMP scenario, and when I first began an exploration of this, I 
knew Tom Clancy did good research, and so that is how I got intro- 
duced to Dr. Wood, when I called Tom. He suggested he knew little 
more than was in his hook but that I could learn a great deal more 
from Dr. Wood. 

A number of years ago, there was a series on television called 
“Amerika,” spelled with a K. You may remember this series. It was 
a made-for-television series. It was several episodes, several dif- 
ferent evenings were spent with the whole scenario. And some 
bombs were dropped on Central America and one of the things that 
happened was that cars quit running, obvious reference to EMP ef- 
fect. So you can also find it there. 

I just wanted to, at the beginning, indicate that this was in the 
public knowledge if one chose to look. Although most people are not 
aware of it, it is there, it is out there. We are not talking about 
something that the world does not know. 

Mr. Wiltsie, I wonder if you could show for us again your EMP 
ground coverage slide. Could you do that? Would that be feasible 
to show that? 

Mr. Wiltsie. Can I have the third slide, please? 

Chairman Bartlett. This is the one. The Rumsfeld Report indi- 
cated that they had determined that third world countries were 
now taking everyday surface ships and modifying them so that you 
could put missile launchers, like a Scud launcher, on one of those 
ships. As I understand it, the common Scud gets an apogee of 
about 180 miles, is that correct? 

Dr. Wood. The extended range Scuds at maximum range, sir, 
the ones that we saw in Desert Storm, got to about 150 kilometers. 
The M-9s that the Chinese have been selling into the third world 
will, indeed, get to above 200 kilometers altitude when you are fir- 
ing at maximum range. So, yes, 150 to 250 kilometers are the peak 
altitudes. 

Chairman Bartlett. Which of those circles there would indicate 
the range for the coverage for a Scud? 

Mr. Wiltsie. The tan circle is the height of burst of about 100 
kilometers. Congressman, and so it is somewhere between the in- 
side of this and about the middle of it, so you get some significant 
coverage over the continental United States with that type of weap- 
on. 

Chairman Bartlett. But launched from the sea, it could not get 
that far inland? How far inland could it get, at apogee? 

Mr. Wiltsie. Well, it depends on the launch platform and how 
close you bring it to the continental United States and what the 
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capability of the launch system is that you have on board that mer- 
chant ship. 

I would point out that, early in the U.S. ballistic missile pro- 
gram, the sea-launched ballistic missiles, we fired some from mer- 
chant-type ships for test purposes prior to going to sea. 

Dr. Wood. Basically, Mr. Chairman, if you move that surface 
zero from where it is over Kansas or Nebraska, you move that back 
to Washington D.C., it would be feasible for a ship on the high seas 
launching a Desert Storm-type Iraqi Scud to put that surface zero 
anywhere in the Virginia-West Virginia area, as I said, firing out- 
side American territorial waters. 

Chairman Bartlett. So if the center of that circle is now the 
West Virginia area, it would cover most of the eastern United 
States. 

Mr. WiLTSiE. Yes. 

Chairman Bartlett. Perhaps excluding south Florida and 
Maine? 

Dr. Wood. Well, we used to refer in cold war days to a blue-pre- 
ferred red attack, Mr. Chairman, and that is the West-Coasters 
preferred anti-American attack. You drop it on the East Coast. 

Chairman Bartlett. The point that I am trying to make here is 
that the capability exists for a third world power with a commer- 
cial ship modified to put a launcher on it. Scud launchers, essen- 
tially every third world nation has a Scud launcher, and if they do 
not have an atomic weapon, they perhaps can get one from a Rus- 
sian who has not been paid for the past six months. They are be- 
coming more widely available. Several countries have them now. 

The point I was trying to get was that this is not a potential for 
20 years from now. It is a potential for here and now, is it not? 

Dr. Wood. The Rumsfeld Commission last summer, Mr. Chair- 
man, specifically raised that possibility. Since that time, you have 
been able to read in the newspapers, that the Iranians are testing 
just such a missile in the Caspian Sea, that is to say a sea- 
launched Scud-type missile. 

We are also aware of the fact, sir, that last summer, the Iranians 
tested the Shahap III missile, which had a range of 800 kilometers, 
which is greater than that of the Iraqi missiles in Desert Storm. 

So there is a specific example of a nation which the current ad- 
ministration repeatedly has cited as a leading state supporter of 
international terrorism which the administration does not credit 
with currently owning nuclear weapons, but does own nuclear-ca- 
pable missiles which have a range greater than the Iraqis dem- 
onstrated in Desert Storm and which missile classes are being test- 
ed in barge launches in the Caspian Sea, and it is very difficult to 
believe that they intend to deploy those missiles in the Caspian 
Sea. 

Chairman Bartlett. Thank you. 

Mr. Wiltsie, if you were to hypothesize a launch from the sea — 
and, by the way, Vladimir Lukin indicated that there would be lit- 
tle risk of retaliation if the launch occurred from the sea simply be- 
cause you would not know which of the dozen countries capable of 
the launch had actually done it, so who are you going to incinerate 
if there is a launch from the sea — but if you are going to 
hypothesize 
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Dr. Wood. That is a classic example, Mr. Chairman. 

Chairman Bartlett. Yes, sir. 

Dr. Wood. Chairman Lukin, of course, as you indicated in your 
statement, has a very extended background with respect to Soviet, 
and now Russian, national security matters. And that is a prospect 
which was very extensively considered in times past. 

It is difficult to take his statements as anything other than com- 
ing from a very knowledgeable expert on the other side. 

Chairman Bartlett. Thank you. Yes, he was the ambassador, as 
I mentioned, at the end of the Bush administration, the beginning 
of this administration. He is now chairman of foreign affairs. 

Dr. Wood. He is generally considered to be one of the most capa- 
ble Soviet ambassadors in recent decades. 

Chairman Bartlett. Thank you. 

Dr. Wood. If I might mention one other item referring to the 
Duma debate. In the Duma debate a few years ago, I believe less 
than three years ago, with respect to whether the Russian federa- 
tions should ratify the comprehensive test ban treaty, one of the 
statements which was offered, first to Mr. Lukin’s defense com- 
mittee of the Duma, and then in open debate in the Duma, from 
the Russian defense minister was a statement that the comprehen- 
sive test ban should not be ratified by the Russian confederation 
because it would cut off the vital phases of development of en- 
hanced EMP weaponry by the Russian federation, and this was 
cited by the Russian defense minister as, from his standpoint, one 
of the primary reasons why the CTBT should not be ratified by 
Russia. 

Chairman Bartlett. Thank you. 

I would like to return for just a moment to the coverage slide and 
ask Mr. Wiltsie 

Mr. Wiltsie. Can we dim the lights again, please? 

Chairman Bartlett. If we were to hypothesize four launches, 
northeast, southeast, northwest, and southwest, with a Scud, which 
is now available to a lot of different powers, would that blanket all 
of the United States? It would appear to me that it would, with 
considerable overlap. 

Mr. Wiltsie. There is a good possibility that it could. You would 
have to be careful where you placed your launch platforms. 

You would have to, perhaps, get a launch platform into the Gulf 
of Mexico area and up off the northwest coast of the United States, 
but I think if you are using merchant ships with Scud-like missiles, 
yes, you can largely cover the continental United States with four 
simultaneous launches and you will probably have some increased 
effect in some areas by the multiple nature of the launches. More 
than one launch causes you more severe problems. 

Chairman Bartlett. Dr. Soper, what sort of intensity of lay- 
down would you expect from that kind of a scenario? 

Dr. Soper. If I remember correctly, some work was done by the 
Defense Nuclear Agency, now part of the Defense Threat Reduction 
Agency, that posed the question of how many high-altitude detona- 
tions would it take to essentially blanket the United States with 
EMP in the tens of kilovolts per meter range? 
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And I know the answer to that, and the reason I am not stating 
it is because I do not remember whether it is classified or not and 
I will be glad to address that with you off line. 

Chairman Bartlett. I have seen, Dr. Wood, public statements to 
the effect that a single large — that is a megaton or more — weapon 
detonated at 300 miles high over Nebraska would produce at the 
margins of our country 10 to 20 kilovolts. Is that not correct? 

Dr. Wood. It is certainly the case, sir, that megaton-class weap- 
onry is capable of doing that. However, it should be realized that 
it is also possible to do that with specially designed weapons whose 
yield would be much, much, much less than a megaton. 

Chairman Bartlett. It might be worth noting that the weapons 
that the Chinese have on 18 of their Long March missiles which, 
presumably, are capable of reaching our country, are 4.4 megatons, 
correct? 

Dr. Wood. That is the approximate yield which is publicly attrib- 
uted to them, sir, but the point is that the EMP yield of a nuclear 
weapon is not at all well correlated necessarily with its explosive 
yield. You can get much larger yields with a specially designed 10 
kiloton device, you can get much larger electromagnetic pulses with 
a specially designed kiloton device than you can with a crudely de- 
signed 10 megaton device. The EMP output of a device, its EMP 
consequences, are very poorly related to its total explosive yield. 

Chairman Bartlett. But for the record, is it not true that EMP 
is an unavoidable consequence of every nuclear explosion? 

Dr. Wood. Indeed. 

Chairman Bartlett. So whether you are aiming for it or not, 
you get an EMP 

Dr. Wood. Oh yes. You kind of get the base output, no matter 
what you do. If you wish to maximize the EMP consequences of a 
nuclear explosion, you can make those consequences be very, very 
severe or quite modest yield. But, in general, for a given class of 
device, as you increase the yield, the EMP consequences of it will 
increase, but the point that I am trying to make is that if you hop 
from class to class of nuclear weaponry, you can find classes in 
which the EMP yield can be very, very large, even though the ex- 
plosive yield is very modest indeed. 

Dr. Soper. One aspect that we should remember is, for the most 
part, we are focusing on what is generally called high-altitude 
EMP. The unique aspect of a high altitude nuclear detonation is 
that it can be “see” horizon-to-horizon and places at risk, simulta- 
neously, many electronic systems. 

Bursts on or near the ground produce localized, but very intense, 
electromagnetic environments as well that can couple into elec- 
trical conductors, antennas and the like. It does not have the great 
expanse, of course, that a high-altitude nuclear detonation does. 

Dr. Wood. That is a very good point of Dr. Soper’s. My remarks 
with respect to different classes of nuclear explosives and their 
EMP consequences were concerned with high-altitude bursts that 
have very large area coverage. 

Mr. WiLTSiE. I would point out, Mr. Congressman, that DTRA, 
in their old days, it was DNA and so forth, did some calculations 
that gave you 20 kilovolts per meter for a burst at about 300 kilo- 
meters over the large area of the United States and the only thing 
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I am not sure of is what the yield was that they used on that weap- 
on. Those calculations have been done. 

Chairman Bartlett. What kind of damage would you expect 
from 10 to 20 thousand volts, that is 10 to 20 kilovolts? What 
would you expect in microelectronic equipment? 

Dr. Wood. I know of no microelectronic equipment, per se, that 
could stand anything like that type of electric field. As I com- 
mented in my opening statement and also in my prepared state- 
ment, modern microelectronics are becoming ever more fragile with 
the passage of time, as far as their intrinsic hardness is concerned, 
because the elementary devices, the individual transistors, become 
ever smaller and, thus, it takes a smaller and smaller amount of 
EMP-imposed power to destroy those devices. 

Now, it is indeed the case that, because of the very high fre- 
quency and that ever higher frequency at which such devices oper- 
ate these days, that it has become highly desirable to wrap them 
in metallic wrappers, if you will, to keep one device from gener- 
ating electromagnetic interference which would impair the proper 
operation of the neighboring device. 

The Federal Communications Commission, for instance, requires 
certain types of decoupling and of wrappers, conductive wrappers, 
for such equipment. And so you have two countervailing effects: the 
devices themselves, modern integrated circuits, are ever more frag- 
ile, but, because of their high frequency of operation, they are 
wrapped in things which make them ever more robust. 

And so the product of a very large number and a very small 
number is what gives you the net EMP hardness for a system. 
That number, frankly, can wander all over the map. Some systems 
can be amazingly tough, even though they are composed of exceed- 
ingly fragile components inside them. Some systems which, on the 
other hand, are not extremely well decoupled from the environment 
may be very fragile, indeed, even though they have rather old com- 
ponents that are intrinsically fairly robust. 

So you really have to test individual pieces of equipment and you 
have to test systems and, very, very crucially, Mr. Chairman, you 
have to test them in realistic circumstances. Some of the testing I 
have seen done is kind of comically bad in that they will take a 
piece of computer gear and they will take all the cables off of it and 
they will set it in the test environment and they will not plug it 
in to a power line and they will test it and then say, “My goodness, 
look how robust it is.” 

But if you bothered to plug in an a modem or you bothered to 
plug in a power line or, particularly, if you bothered to turn the 
power on so that the computer was running at the time, you would 
discover a very, very different EMP vulnerability and it would be 
a much more severe vulnerability. 

So it is important to look at systems and it is important to look 
at them in realistic operating conditions, not contrived testing con- 
ditions. And some of the contrived ones are remarkably misleading. 
But in realistic testing conditions, you have to look at them and the 
good news is it is pretty easy to do that. 

Chairman Bartlett. Dr. Soper. 

Dr. Soper. I think Dr. Wood hit on a very important comment 
that I would like to amplify a little bit. Namely, it is engineeringly 
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simple to design an EMP-protected enclosure. Volumes the size of 
this room are not difficult to protect and at a not-exorhitant cost. 
But the one thing that Dr. Wood pointed out, and I think needs 
mentioning, is that we must have the ability to test the improve- 
ments that we have made, in order to demonstrate that the protec- 
tion that you have provided do, indeed, provide that protection. 

When we were doing underground nuclear testing — at least the 
Department of Defense nuclear testing on effects — not one time did 
we put a system underground that we had tested before or had de- 
signed as well as we could, that we did not find a problem. Not one 
single time. 

And analysis allows you to learn more and more about what you 
know about and absolutely nothing about what you do not know 
about. It is the unknown unknowns that, quite often, create the 
large problem. 

And as I scan the audience, I see a few people here, today, that 
helped in the very basic EMP protection designs that, if used and 
if tested — and there are ways to test those designs so I do not 
mean to imply that EMP needs to be tested in an underground en- 
vironment — that if it is realistically tested, you can, with some de- 
gree of certainty, know that the equipment inside will survive. 

It is obviously unrealistic to test at one time an entire continent- 
wide electronics-based infrastructure. You could do it with a high- 
altitude nuclear test, but I suspect that that is environmentally not 
wise. 

Dr. Wood. You will get to do the environmental impacts state- 
ment on that. 

Dr. Soper. So I think what Dr. Wood is pointing out is that there 
are ways to approach the problem with EMP and there are ways 
to protect against it, realistically and cost-effectively and with some 
surety, but it needs to be done carefully and it, in general, is cheap- 
er if you do it at the very beginning than if you do it later in its 
life cycle when you decide, “Oh, there is a problem here and I need 
to go back and protect.” 

l3r. Wood. As a specific example, Mr. Chairman, the type of 
EMP robustness that is associated with power line surges is fea- 
sible to gain for the cost of two or three dollars worth of parts. Lit- 
erally, you can protect a computer system — a personal computer 
system, for instance, may cost two or three thousand dollars — for 
a tenth of a percent if you design it in from the beginning. The 
total cost might be has high as 1 percent. 

This is discovered not only by people who are working commer- 
cially but even those folks in the armed forces that trying to take 
commercial equipment and adapt it for military purposes, hard- 
ening against EMP, discovering that very modest changes, things 
that can be done quickly and easily even after the equipment is 
manufactured and is sold to the DOD, discovering that costs of the 
order of 1 percent, 2 percent, 3 percent, are not at all atypical as 
far as gaining the EMP hardening is concerned. 

It is the doing of it and the testing and the certification of it 
which is the really important thing. Dr. Soper made a very crucial 
point and that is when military systems over the last few decades 
were hauled into specially engineered environments so they could 
be realistically tested for EMP, in spite of intensive endeavor be- 
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forehand to make sure that those systems would be robust, they 
never passed. They always failed. 

They had to be fixed and sometimes fixed again and sometimes 
even fixed a third time before they would pass that type of rigorous 
full -op system scale examination, you know, with Mother Nature 
conducting the exam and DNA coming in afterwards and issuing 
the score sheet. 

So it is important to not only view as modern technology — and 
some of these components here did not exist 20 years, these very 
high-tech lightning arresters, these little green objects — it is impor- 
tant to exercise prudence by designing them and putting them into 
your equipment, but it is also crucial to test to make sure that you 
did the right things and that you did the right things right as you 
have done it. 

Small errors in attempting to secure EMP hardness can have 
ruinously large consequences. Good intentions do not quite do the 
job with respect to EMP robustness. 

Chairman Bartlett. I would like to spend just a moment on 
looking at this hardening. 

It is my understanding that the rise time of an EMP pulse is 
measured in nanoseconds, which is very, very much faster than 
lightning, for instance, that usual lightening arrestor probably 
won’t work, the surge protectors for lightning will not work as a 
surge protector for EMP. That is correct? 

Dr. Wood. The fast component of EMP is, indeed, just as you 
have described it. It rises much, much faster, many orders of mag- 
nitude faster, than does the electric field associated with a stand- 
ard lightning bolt. Yes, sir. 

And so standard lightning protective means have little, if any, ef- 
ficacy as far as EMP defenses are concerned. They are just too slow 
and, indeed, in many of our military systems that are designed to 
exploit EMP effects, a lot of attention is given to making the rise 
time be exceedingly brief because you can step around many types 
of EMP defenses by having as high a frequency a pulse, as fast a 
rise time as you possibly can generate. 

Chairman Bartlett. But are there surge protectors that will re- 
spond quickly enough to protect from EMP? 

Dr. Wood. Very definitely. 

Dr. Soper. Yes. 

Chairman Bartlett. But they are generally not used, is what 
you are saying? 

Dr. Wood. They were very difficult to lay hands on a quarter 
century ago. They were expensive, they were finicky, they were not 
terribly robust, and so forth. 

General advance of the technological base and, specifically, re- 
quirements for protecting very delicate electronic equipment have 
made those components available, not only readily available these 
days, but exceedingly cheaply available. 

As I said, components such as these, very fast surge clippers, you 
simply could not buy a quarter century ago, almost for love nor 
money, DOD could buy them, but that was about all. Nowadays, 
everybody walks down and buys them for a buck nineteen at retail 
in single quantities. And they are remarkably effective as far as 



20 


clipping the pulses associated with EMP on power and signal lines 
both. 

Chairman Bartlett. One of the reasons that we are paying little 
attention to this as a nation is that, in the view of many people, 
the probahility is very low and, therefore, it is not worth the effort. 

I remember that Tom Marsh, in our hearing just less than two 
years ago now indicated that — and he was chair of the Presidential 
Commission on Critical Infrastructure — he indicated that they had 
looked at EMP but decided it was not a high probability and, there- 
fore, they did not look at it any further. 

I suggested at that hearing that, if he had not done so already, 
that I was sure when he went home that evening, he was going to 
cancel the fire insurance on his home because it was not much 
probability that his home was going to burn and therefore why 
would he commit these resources to buy an insurance policy on the 
home? 

I want to come back to the coverage and the Scud launchers and 
so forth, because I have the feeling that if we had an enemy that 
had only four nuclear weapons, that he could probably do us great- 
er harm by exploding them at altitude than he could by dropping 
them on any four places in the country. Would that not be correct? 

Dr. Wood. Of course. That is self-evident. 

Chairman Bartlett. Now, if that is self-evident and since more 
and more of our potential enemies are 

Dr. Wood. You do not have to take my word for it. You could 
ask Mr. Lukin, Chairman Lukin. 

Chairman Bartlett. Yes, I am sure he understands that. But if 
more and more of our enemies 

Dr. Wood. Everybody understands that who has looked seriously 
at the matter, and those that dismiss it and say that it is a neg- 
ligible threat and so forth are simply whistling past the graveyard, 
Mr. Chairman. 

Chairman Bartlett. My concern is that this is not a really un- 
likely occurrence. If we have enemies that are bent on doing us 
harm, all of them now have Scud launchers. Several of them have 
nuclear weapons. Those who do not have them will be able to ac- 
quire them within the foreseeable future. And if, in fact, we are as 
vulnerable as many people think we are to an EMP lay-down, why 
would that not be the attack of choice? This is, I would think, the 
ultimate, asymmetric terrorist weapon, is it not? 

Dr. Wood. There are, as I said — you know, from the cold war 
days — the blue preferred red attacks and an EMP attack is the 
blue unpreferred red attack. It is the thing which the defender 
least wants to face and so the defender is very strongly inclined to 
say let us just pretend it will never happen. 

The fact of the matter is that in every war game, every strategic 
war game that I ever either was present at or read about, the So- 
viet attack on the United States always commenced with an EMP 
lay-down. It did not do it because it was traditional. It did it be- 
cause it was so insanely effective. 

You know, what do you do with your first few bombs at the very 
beginning of a major attack? You do the EMP lay-down — frankly, 
you use them in any way that most strongly damages your oppo- 
nent, the guy that you are attacking. And the way that they always 
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went was EMP lay-down. They did not use them to attack SAC 
headquarters in Omaha. They certainly did not waste them on 
Washington, DC. They always went for the EMP lay-down, and it 
was because it was a much more effective way to expend the first 
half-dozen or dozen major explosions than any other way there 
was. And that persists to the present time. 

The laws of nature have not changed. The United States vulner- 
ability to EMP has not changed. Nothing has changed. But this is 
such an unpreferred red attack — and I am speaking of generic red, 
here, against generic blue — it is so strongly unpreferred that the 
way that is becoming fashionable to cope with it simply to deny it, 
to say, “Surely this cannot be. Mommy, make this not to happen.” 

Chairman Bartlett. Let us go back in history to our first high- 
altitude burst where we learned about EMP. One of them was at 
the Johnston Island, the Starfish, was it, in 1962? 

Dr. Soper. Yes. 

Chairman Bartlett. Was there one at Kwajalein Atoll, too? 

Dr. Soper. I do not think so. 

Chairman Bartlett. How many of these high-altitude bursts 
have we real experience with? 

Dr. Soper. We had four in 1962 and two in 1958. Teak and Or- 
ange in 1958 and four in 1962, Starfish being the highest, and it 
was a 1.4 megaton burst at 400 kilometers. Checkmate, Kingfish — 
and what was the other one — Checkmate, Kingfish, Starfish and — 
at any rate, there were four at different altitudes. 

Chairman Bartlett. And it was roughly 800 to 1000 miles from 
Hawaii? 

Dr. Soper. Eight hundred. 

Chairman Bartlett. Eight hundred miles from Hawaii? 

Dr. Soper. Starfish was off Johnston Atoll. Yes. 

Chairman Bartlett. And what were the effects on Hawaii of 
that burst? 

Dr. Wood. As I said in my opening statement, sir, they shut 
down radio stations, street lighting systems, they stopped cars, 
burned out telephone systems. Those are the effects which are doc- 
umented in public and referred to in “The Effects of Nuclear Weap- 
ons” by Glastone. 

Chairman Bartlett. We did not have very much in microelec- 
tronics, then, and I know of no computers in cars. Were that to be 
repeated today, what would the effects be? 

Dr. Wood. It clearly would be much more severe, because the 
electronics that would be subjected to that electromagnetic pulse 
are much more vulnerable to them. 

Dr. Soper. And I am not sure this is useful, but remember, the 
same nuclear detonation at high altitude that creates EMP on the 
ground also affects satellites within line of sight of the burst as 
well as — we know from those high altitude tests — disrupts the com- 
munication channels that link the ground station to the satellite. 

So one should not limit your consideration — if you are going to 
do a balanced study of this — from EMP as the only damaging effect 
from high-altitude nuclear detonations, but rather recognize that 
other bad things happen as well, if that gives you any comfort. 

Chairman Bartlett. Let us turn for a moment to the satellite 
picture. How much more intense is the radiation, the effects from 
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this high-altitude nuclear explosion, than the worst solar storms 
that we see that disrupt our communications? 

Dr. Wood. On the ground or in space, sir? 

Chairman Bartlett. In space. 

Dr. Wood. In space, the flavor of damage that comes at you that 
is like EMP is really of a rather different sort. There is no atmos- 
phere to generate the electromagnetic pulse, but there is the space- 
craft itself, and what you will realize there is called system-gen- 
erated EMP. It is the consequence of having matter around in the 
immediate vicinity of the electronics that you are concerned about 
and the effect, as I said, is different in kind as well as different in 
magnitude. 

It generally imposes a much more severe threat, as far as elec- 
tronic survival is concerned, at a reference distance from a ref- 
erence explosion, because, as I said, you are kind of in the radi- 
ating region itself The spacecraft is intercepting the radiation from 
the device, it is converting it into radio frequency and microwave 
frequency electrical energy within the spacecraft and, unless you 
are extremely careful, major chunks of your electronic plant tend 
to die on the spot, die instantly. 

Chairman Bartlett. These, as I understand, are called prompt 
effects? 

Dr. Wood. These are the prompt effects, sir. There are also the 
delayed effects associated with the radioactive debris from the nu- 
clear device remaining in the magnetosphere of the earth, and that 
radioactive debris “pumps up,” is the popular term, and it is a fair- 
ly accurate description — it greatly augments the flux particles in 
the Van Allen belts of the earth, and these enhanced populations 
of high-energy particles tend to destroy spacecraft on a continuing 
basis. 

Anything from minutes to weeks of damage are done before the 
electronics will actually fail. Instead of failing on time scales of 10 
or 20 years, they fail on time scales of tens of minutes to, typically, 
a few tens of days. 

Dr. Soper. I call your attention to an article in “Defense Elec- 
tronics”. It is not all that old. It was written in 1995. “Satellite Sur- 
vivability in Space: Don’t Count on It.” It is, I think, one of the 
early attempts at describing the phenomena that Dr. Wood just 
mentioned; not only are there prompt effects but delayed effects, as 
the satellites continually pass through these pumped up Van Allen 
belts, and lists in here the degradation of many of the well-known 
satellites. It, perhaps, is an interesting article to read and it is sci- 
entifically correct. 

Chairman Bartlett. Without objection, we will include that as 
a part of this record, because I think that it is relative to what we 
are talking about. 

[The information may be found in the appendix.] 

Dr. Wood. It is relevant, sir, both with respect to civilian and 
military satellites, and, of course, there is a wealth of both of those. 
The very large majority of satellites in earth orbit that are func- 
tioning these days are civilian, and they carry everything from your 
TV programs to a good chunk of the traffic on the Internet. They 
provide environmental monitoring and, of course, there are the sci- 
entific research satellites. 
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All of these are potentially vulnerable to both the prompt and the 
delayed effects of nuclear explosions at high altitude and, as Dr. 
Soper has pointed out, the links on the ground, the so-called 
ground stations with which one gives commands to satellites, sends 
data up to satellites, and receives data from satellites — those 
ground stations are exceedingly sensitive, necessarily, because the 
satellites do not have the ability to transmit or receive power read- 
ily because of the small antennas they must necessarily deploy. 

Ground stations are exceedingly sensitive and they are among 
the ones which can be expected to die most readily from the effects 
of electromagnetic pulse on the ground. 

And so when we speak of civilian infrastructure, we should be re- 
minded that key portions of civilian infrastructure exist in space 
these days, and those portions, both because of their fragile ground 
links and because the satellites themselves are fragile, can be ex- 
pected to be highly vulnerable to even a single high-altitude nu- 
clear explosion. 

Chairman Bartlett. How many satellites do we have that are 
hardened to EMP? 

Dr. Wood. We have the military satellites, sir. 

Chairman Bartlett. How many of those are there? Two? Is that 
correct? The two MILSTAR satellites? 

Col. Skinner. Certainly, the two MILSTAR satellites have been 
hardened specifically against this kind of threat, but that is not to 
say that the other defense satellites are not hardened as well. For 
example, our early warning satellite systems must be hardened 
against the eventuality that an adversary would try to preempt our 
ability to detect their attack on the United States. 

So every satellite system has its own set of requirements that re- 
spond to the perceived threat against that kind of system, but I 
certainly do agree with the rest of the witnesses on this panel that 
some commercial systems have completely ignored the potential 
threat. 

I will say that the most systems operating geosynchronous are 
because of the long lives expected of satellites operating at that lo- 
cation do take the long duration dose quite well and are built to 
quite high standard, but the promptness, which Dr. Wood has ex- 
plained, will take out satellites, and particularly those operating in 
the new emerging low earth orbiting communications satellites un- 
less they are hardened against that threat will succumb to radi- 
ation very, very quickly and shorten their lives very substantially. 

Dr. Wood. On the time scale of most of two decades ago, Mr. 
Chairman, satellites whose survivability in wartime was considered 
crucial were actually taken and tested by the Defense Nuclear 
Agency against nuclear EMP, and these tests were formidable. 
They were remarkable, as far as their engineering features were 
concerned. 

They were also remarkably expensive, and yet the tests were 
done because it was considered important in the 1960s and 1970s 
and in the early 1980s to understand and to have, at a certifiable 
level, confidence that some subset of satellites would actually sur- 
vive. 

Regrettably enough, that practice has ceased in recent times and, 
now, with all respect to not only the colonel but the department 
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which he represents, the Department of Defense simply is not in 
a position to certify objectively that any of its satellites are EMP 
robust. They simply cannot do that anymore. 

Chairman Bartlett. Including the two MILSTAR? 

Dr. Wood. Yes, sir. Including the two MILSTAR. They simply 
can not certify that they are robust, objectively. The can tell you 
they believe they are. They can submit stacks of documents with 
people’s signatures on them as high as the sky saying that all these 
people think they are, but they can no longer tell you that they are 
known to be robust. 

Chairman Bartlett. It is my understanding that some 85 to 90 
percent of all military communications traffic now moves over com- 
mercial sources. Is that correct? 

Col. Skinner. That is the kind of number that we see on a day- 
to-day basis. Yes, sir. 

Chairman Bartlett. Which means that after a high-altitude 
burst, within a relatively short period of time, the military would 
be denied 85 to 90 percent of its present communication capability? 

Col. Skinner. Well, keeping in mind, now, that the high-altitude 
bursts that we are talking about are in the 300 kilometer range 
and our geosynchronous satellites are 40,000 kilometers above the 
earth, we have some advantage in a reduction of field strength at 
that longer distance from the burst. But certainly we do not expect 
our survivable communications command and control system to be 
supported on commercial satellites except via good luck, and be- 
cause of that our essential emergency communications network is 
based on EMP-protected communication systems. 

Dr. Wood. And MEECN, by and large, does not count on sat- 
ellites surviving. The Minimum Essential Emergency Communica- 
tions Network has features which do not involve satellites exten- 
sively for just the reasons that you have been exploring, Mr. Chair- 
man. It is not just civilian satellites, but a number of military sat- 
ellites whose survivability in an EMP-intensive environment could 
be considered to be very much in doubt. 

Chairman Bartlett. If we were to presume an EMP lay-down 
producing 10 to 20 kilovolts, how much of our national infrastruc- 
ture would be disrupted and how much of it would be damaged by 
that kind of voltage? 

Dr. Wood. It has never been tested, sir, and so, objectively, no 
man can say. Estimates can be made, the basis, for instance, of 
what happens to long-distance electrical transmissions systems and 
long-distance telephone systems during severe solar storms, which 
generate very low frequency, low amplitude electromagnetic pulse 
light phenomena. 

In other words, of the three basic flavors of nuclear electro- 
magnetic pulse, there is a very low frequency, low amplitude por- 
tion of it that is mimicked by severe solar storms and when we look 
at the consequences for telephony and power systems of those 
storms and we look and see what the pulses are that are measured 
and calculated to be generated by nuclear explosions, we say, 
“Hmm. Those systems are not going to survive the low frequency 
portions of nuclear EMP, now are they?” 
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Chairman Bartlett. Is it conceivable that our power grid and 
our communications network would be shut down by such an EMP 
attack? 

Dr. Wood. Ten to 20 kilovolts, in my considered not completely 
ignorant professional opinion, would shut down the power grid in 
this country if it saw a 10 to 20 kilovolt nuclear EMP and the low 
frequency correlates of that. Yes, sir. 

Chairman Bartlett. Yes, sir? 

Dr. Soper. I tend to be on Lowell’s side on this, but you should 
understand there is a ongoing, and I would use the word “raging” 
debate over just that issue. I think EPRI — and I am not sure I re- 
member what that acronym stands for 

Dr. Wood. The Electrical Power Research Institute. 

Dr. Soper. The Electrical Power Research Institute. And some of 
their people looked into this issue, as did the Department of En- 
ergy, and I do not have at my fingertips the results of that. But 
there are well-meaning people who have looked at this in some sci- 
entific detail that suggest that there would not be a catastrophic 
shutdown of the power grid. So there is a debate on that issue as 
well as the telecommunications infrastructure. 

Dr. Wood. I appreciate Dr. Soper’s comment on that, because it 
needs to be clear that this is a matter of opinion. I gave you only 
my personal opinion. Other professional opinions may differ. The 
fact of the matter is that the tests have not been done. 

Dr. Soper. That is correct. 

Dr. Wood. It is certainly feasible to do the tests and those who 
say that it is feasible to do the test, very simply, fall short of a nu- 
clear explosion. You inject current and voltage into power systems 
and see how they perform. The very fact that these tests have 
never been done, I suggest, says that the optimists know what the 
answer will be, and it will not support their position. If they are 
so confident that there will be no consequences, I challenge them 
to do the tests. 

Chairman Bartlett. And the test is doable? 

Dr. Wood. Oh, yes. 

Dr. Soper. Oh, yes. 

Dr. Wood. Very simply, in a straightforward manner, with en- 
tirely non-nuclear means. You just take high-power pulse gener- 
ating equipment and inject pulses into electric power systems and 
say, “Now, how do they perform?” 

And having looked in some detail over the past 35 years with re- 
spect to how civilian power systems do perform and why they un- 
dergo large-scale outages, I can assure you they do not degrade 
gracefully. 

They degrade anti-gracefully, if you will, Mr. Chairman, some- 
thing like a high-tech house of cards. You pull out a key card and 
the whole structure crumbles on a time scale of tens of seconds to 
a few minutes. They are not built to be stressed. They are built to 
stand up to lightning stroke in worst case, an isolated lightning 
stroke. If you put down lightning strokes all over the system, they 
fail, and they fail in a quite readily predictable fashion, and the 
terrible thing about them, Mr. Chairman, is, once having failed, 
they do not get back up. 
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The power system is built to run in stay state. It is not build to 
come up when it has a great deal of load connected to it and gen- 
eration arrives in a hit-and-miss sort of fashion. And it is not fea- 
sible, as people have discovered — everything from the northeast 
blackout of 1965 on to the more recent smaller scale spectacular 
blackouts that have occurred at various places around the coun- 
try — it is not feasible to put a power system back together auto- 
matically. 

It is put together by people using telephones and walkie talkies 
and so forth, and they basically paste the system back together on 
a time scale of tens of minutes to many hours. 

And if those systems, if the telephone systems and the walkie 
talkies and so on, do not work as well, and there are not neigh- 
boring power systems that are intact that can provide generation, 
that can serve as power sinks as necessary and so forth, the system 
just simply does not come back up. And it is not a matter of, “Well, 
is it going to take a day or is it going to take a week?” or whatever 
the answer is. It just does not come b^ack up ever. 

Chairman Bartlett. But can we not go to the warehouse and 
get the spare parts that were zapped and put them back in? 

Dr. Wood. If your test equipment happens to be working, then 
you will slowly be able to repair the systems that burned out, but, 
of course, the test equipment died too. 

When a large power system’s transformer gives out, when the in- 
sulation fails internal to a transformer on a large power system, 
what you do is you ship in a new transformer, typically on a time 
scale of three to twelve months and you ship it in by barge and 
huge trucks and so forth and you install it in place. It is a major 
operation. It is massive surgery at that particular switching station 
or main interconnection substation. 

When big power system components fail, they have failed perma- 
nently and you repair them on time scales, literally, sir, of months. 
That is to have a single component fail. 

When you have a hundred components failed all over an inter- 
connection — it has never happened before and nobody has any idea 
how long it would take to rebuild it, but I confidently predict it 
would take well in excess of a year and that is if all the rest of 
the national technical infrastructure, economic infrastructure, and 
so forth were working. 

Chairman Bartlett. Will it be working? 

Dr. Wood. Of course not. It will all have failed. That is the na- 
ture of a large-scale EMP attack. Everything fails. Not every single 
component everywhere fails, but the pattern is that of a shotgun 
blast. You may get hit here, you may get there, or whatever, but 
most all of it will have got hit somewhere with at least one pellet 
and that is the same sense in which EMP failure will occur. 

Some things — by happenstance, by good luck, by robust construc- 
tion, by being in a sheltered environment, in a tin warehouse or 
something like that — some components will survive. Most will fail. 

And because they fail at random points, they will be, first of all, 
difficult to determine that they truly have failed, and, secondly, 
there will not be nearly enough spare parts to replace them, even 
if all the power equipment and the derricks and the cranes and the 
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barges and the trains and so forth — even if those were all working, 
which, of course, they will not be. 

Chairman Bartlett. The picture you are painting is a pretty 
grim one. If it took a year to get our power grid back operational, 
what happens in the meantime? 

Dr. Wood. My loose, informal characterization of it sir, is it is 
a continental-scale time machine. We essentially pick up the con- 
tinent and move it back in time by about one century and you live 
like our grandfather and great-grandfathers and so on did in the 
1890s until you rebuild. You do without telephones. You do without 
television, and you do without electric power, mostly, except in a 
few fortunate locations. 

You just live, as I said, in a Jeffersonian America, a pastoral 
America. And if it happens that there is not enough fuel to heat 
with in the winter time and there is not enough food to go around 
because agriculture has become so inefficient and so on, the popu- 
lation simply shrinks to meet the carrying capacity of the system. 

Chairman Bartlett. But, demographically, we are very different 
than our Jeffersonian beginnings, are we not? 

Dr. Wood. Within a factor of ten. There would be tens of millions 
of Americans left. 

Chairman Bartlett. I appreciate this characterization because 
what we want to accomplish by this hearing is two things, one to 
indicate that small business needs to be better utilized. There is 
lots of capability in small business to address this problem. It is 
not being addressed. And the other intent of our hearing is to raise 
the public consciousness. 

This is an eventuality which we cannot risk, in my view, which 
is why I have fire insurance on my home because, were that to 
burn, that would be a catastrophic event for me, so I insulate my- 
self against that by buying an insurance policy. 

Dr. Wood. And yet, Mr. Chairman, the likelihood that your home 
will burn in any given year is, perhaps, one chance in 300 to one 
chance in 500. That is why your fire insurance has the mag- 
nitude — your premium, the annual premium, has the magnitude 
that it does. Several centuries will go by, on the average, before 
your home will burn. 

And what you have to ask the people who come before this Com- 
mittee and before the armed services committees, before the intel- 
ligence committees, and so forth, is, “Can you give me a certifi- 
cation of likelihood of an EMP attack of one part in 300 per year? 
Otherwise, where is the national fire insurance?” 

Chairman Bartlett. Which is a very good way of characterizing 
it. 

Dr. Soper, you had a comment? 

Dr. Soper. If I may, Mr. Chairman, might I ask you a question? 
Is that all right? 

Chairman Bartlett. Yes, sir. 

Dr. Soper. We have all stated our appreciation that you are 
holding this hearing and are willing to ask the kinds of questions 
that you are. 

Are you the single voice in Congress thinking and asking ques- 
tions about this? I know that I have spoken before to Congressman 
Weldon and others, but it seems to me that, before this issue gets 
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fully debated and all sides are heard and the issues are clearly de- 
fined and programs for small business, and large as well, put into 
place to help answer those questions, you have to get more of your 
fellow Congresspersons involved and energized and perhaps more 
hearings in different committees need to be held. 

It is a difficult problem, as Dr. Wood has pointed out. It is a po- 
tentially devastating problem, as all of us, I think, would agree, 
and it is more than, I think, one person in Congress, perhaps, can 
take on by him or herself 

So my suggestion, or my request, would be to encourage your fel- 
low Congressmen and Congresswomen to pick up the mantle and 
ask these same questions or work on this problem. 

Chairman Bartlett. Thank you. We are in a lot better shape 
than when we started. When we started, two-thirds of the members 
of our National Security Committee, now the Armed Forces Com- 
mittee, did not even know what EMP was. Now, I think, they all 
know what it is. We certainly have the attention of Curt Weldon 
and his Subcommittee on R&D. 

They held the first ever full hearing. This is the second in the 
life of the Congress. The third will be held this summer and it will 
be focused almost exclusively on the effects of EMP on the national 
infrastructure, because we are very concerned that we need a 
study, that we need a concerted effort to look at what those effects 
would be and what we can now do to ameliorate those effects and 
what we can do after the event to recover from it. I think we need 
to look at it in both of those veins. 

So it is getting more attention in the Congress and each of us 
in the Congress tends to focus on issues where we think we can 
make a difference. This is one of the areas that has kind of been 
ceded to me. 

I have the recognition now of a number of the members of our 
National Security, our Armed Forces committee, and we are focus- 
ing on this and hoping to raise the public consciousness so that 
something will happen. 

After all, it will not happen until the public consciousness is 
raised. We have a representative government and the people we 
represent need to demand that their government focus on issues of 
importance to them and I think this is one of those. 

Dr. Soper. This is true, that chemical and biological agents and 
their weaponry is also part of weapons of mass destruction portfolio 
and chemical and biological issues did not receive that much atten- 
tion until, I am told — I do not know this for sure, I am told that 
President Clinton read Mr. Preston’s Book “The Cobra Event” or 
“The Cobra Affair” where this was discussed and literally within a 
few days, briefings were put together by the Department of Defense 
and briefed into the Oval Office. 

I am not suggesting that you go bang on his door to talk about 
the EMP issue, but it goes without question that that high-level at- 
tention, in general, begets high-level attention. I am not sure how 
useful that comment was, but 

Chairman Bartlett. I appreciate that. Thank you very much. 

Dr. Wood, you had a comment? 

Dr. Wood. I would suggest, in the context of the general matter 
of informing the Congress and the public and the hearings that 
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have been held and that you contemplate holding that you have al- 
ready made a remarkable degree of progress, Mr. Chairman. That 

is, there does not seem to be very much debate with respect to not 
only what EMP is — I mean, that, after all, is a technical matter — 
but what its consequences would be. 

There just does not seem to be a lot of argument about that, at 
least that I have heard. The argument is simply over how likely is 

it. And I would suggest that you and your like-minded colleagues 
are well over halfway to the finish line because you have got the 
technical basis, the factual basis, fairly well nailed down and stipu- 
lated to. 

You know, at the present time, everybody says, “Yes, if it hap- 
pened, it could be remarkably severe. The consequences could be 
grave, that we might be knocked out as a modern nation.” 

You know, this, I think, is a remarkable amount of progress, con- 
sidering that the matter really has not been publicly debated for 
more than two or three years. 

The people — and I would suggest that the issue before the Con- 
gress at the present time is a very clear cut one relative to other 
issues of comparable gravity and complexity — namely, you simply 
have to ask the folks who say it can happen for the bases of their 
belief. Where are the analyses? 

Gen. Marsh, for instance, where are the analyses that support 
your belief that this, in spite of its devastating potential, that it is 
so unlikely that nothing need be done? 

I recall to you the, perhaps applicable, perhaps not applicable, 
circumstances around the Challenger disaster 13 years ago that, 
when the Rogers Commission commenced inquiring of NASA as to 
why they had done the things that they had done and not done 
other things and so forth, they said that the shuttle had one chance 
in 100,000 of crashing and losing the shuttle and the crew on any 
given mission. One chance in 100,000, so they never worried about 
it. 

Now, the fact of the matter is they had one chance in 24, which 
is quite a bit different than a chance in 100,000. At least that was 
the objective record. 

And so when the Rogers Commission went back and said, “Well, 
where did that one chance in a hundred thousand per flight come 
from?” They discovered it was represented many places in the 
record, but they could find no analysis whatsoever that supported 
the number. None. 

It was literally a free-floating established article of faith in the 
NASA church that it was a chance in 100,000, but no basis for it 
whatsoever. Not one guy had ever sat down and written a three- 
page or a ten-page or a thirty-page analysis saying that we have 
only ten parts per million of likelihood of failure per mission. There 
is nothing there. 

Nowadays, the established likelihood, the documented likelihood 
and so forth, is one launch in 40 will crash. And that is what hap- 
pens when not only NASA but their independent contractors and 
so forth went back and did the study of the same system that was 
believed to have a chance in 100,000. It now has lots and lots of 
analysis. Instead, it is one chance in 40. And that difference of a 
factor of 2500 is remarkably large. 
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And so I say to the folks that are on the record as saying, “Ignore 
this. It can not possibly happen. It would be terrible if it did, but 
it will not happen,” is where is your analyses? Where are the num- 
bers that say what the likelihood is of the U.S. getting hit with an 
EMP lay-down, not just from Mr. Lukin and his friends in the 
former Soviet LJnion, but from the North Koreans, the Iraqis, the 
Iranians, the South Asians, the whatever? Where is the analysis 
that says that? 

And, by the way, we sure hope that there will not be a Rumsfeld 
Commission that comes along six weeks after the CIA, the Director 
of Central Intelligence last May testified that there was 10 to 15 
years of margin before the North Koreans would have an ICBM; six 
weeks later comes the Rumsfeld Commission that says, “It might 
happen in a matter of five years or less,” and six weeks after that, 
sir, they did it. They launched a prototype ICBM. You know, three 
months after the DCI said, “Do not worry, you got 10 to 15 years.” 

And so you ask, “Well, where was the analysis that supported 
that 10 to 15 year estimate?” and, by and large, it did not exist. 

So there is a lot of free-floating, very widely subscribed to, highly 
established superstition, sir, with respect to national security 
issues, and it does not much matter whether it is North Korean 
ICBMs or EMP or biological warfare attacks coming out of the Mid- 
dle East. These are free-floating, sir. They have no basis in anal- 
ysis, let alone a basis in fact. 

Chairman Bartlett. I do not know how one arrives at the prob- 
ability, but I would just like to, for a moment, reiterate some of the 
things that we have gone over in our question-and-answer period 
here. 

The first is that a number of nations now have the capability, 
with modifying commercial ships and a Scud launcher, to place a 
missile over our continent. 

Secondly, you would not know 

Dr. Wood. If I might interject, sir? 

Chairman Bartlett. Sir? 

Dr. Wood. To do so in a fashion that might be exceedingly dif- 
ficult to trace or to attribute. That is to say, it is a Lukin- type at- 
tack, if I can adapt your quotation. It not only happens, but it hap- 
pens in a fashion and in a manner that is basically impossible to 
respond to. There is no basis for retaliation because the United 
States government could not establish, to American standards of 
proof, as to where the attack came from. 

Chairman Bartlett. Now, would that not immeasurably in- 
crease the probability that it would occur? If they had the capa- 
bility, if the effect on us would be devastating and if we did not 
even know who did it so that we would not know to whom to re- 
spond, would not that increase the probability that it might hap- 
pen. 

Dr. Wood. When I was a kid growing up, this was called “lean- 
ing with your glass chin.” You know, you provide an exceedingly at- 
tractive opportunity for your opponent and then you do nothing to 
defend against it. 

Yes, sir. That is seemingly exactly what it is, and I think the rea- 
son that I would disagree so strongly with Gen. Marsh’s testimony 
of July of 1997 is simply that, in a world in which people did not 
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respond to incentives, his assessment might have considerable va- 
lidity. But when you have people that dislike the United States and 
dislike everything that it does and stands for and this, that, or 
whatever, dislike it rather intensely, they have the method, motive 
and opportunity to do something about that dislike because we 
have left ourselves wide open to EMP attack and they have the po- 
tential of attacking without it being known as to where the attack 
came from, you have created an enormous incentive. You know, in 
terms of human motivation and human behavior, you have created 
an enormous incentive for just that type of attack. 

Chairman Bartlett. Talking about people disliking us, a recent 
member of the Duma came to our country the week before last and 
he said that our president had been able to accomplish in 45 days, 
at that time, what the Soviet Communists had failed to accomplish 
in 70 years; that was to get the Russian people to hate Americans. 

For the first time since the cold war began, Russians were in the 
streets demonstrating against America. The Soviet Communists 
had failed to do that in 70 years. He said our president accom- 
plished that in 45 days of bombing of Kosovo. 

Dr. Wood. Not to worry, Mr. Chairman. You know, do not get 
too excited. It is still six months before Duma elections and it is 
a full year until they select another president. Not to worry too 
much. 

Chairman Bartlett. I want to ask members of the panel if they 
have any observations they have not had an opportunity to make 
before we adjourn our meeting. 

Dr. Soper. The only comment that I would like to make is that 
I am disappointed that one chair is empty, because I think one of 
the important — albeit difficult to discuss in open session — impor- 
tant issue is, at least as a government impression of the threat, of 
the probabilities that Dr. Wood is talking about, it would have been 
nice to at least have had that on the record to understand. 

Chairman Bartlett. From classified and non-classified discus- 
sions with Bob Walpole, I can tell you that his position — I believe 
the position of the CIA is very much closer to the position of Dr. 
Soper and Dr. Wood than it is to the position of DOD. 

Is that a fair assessment. Dr. Wood? 

Dr. Wood. That is my impression from a number of classified 
discussions and briefings that I have done in the company of Mr. 
Walpole. 

I, of course, do not want to put words in his mouth, and I would 
like to clarify, Mr. Chairman, in this context that I summarized the 
statements of DCI 13 months ago on the subject of the North Ko- 
rean and Iranian missile threats as saying that the analysis turned 
out to be remarkably thin and thoroughly mistaken. 

I would like to clarify that as saying that I think that Mr. Wal- 
pole and his colleagues supported the DCI within the parameters 
that they were given to work within. It is just that they never 
thought, and Mr. Walpole has said this publicly, that the North Ko- 
reans would jump so rapidly to a three-stage rocket. 

You know, three stages is kind of the number that you need if 
you are a fledgling, missile only power if you want ICBM capa- 
bility, and it was b^elieved that that would be a long time coming. 
Well, it turned out to be an incredibly short time coming. 
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So within the parameters that they worked and the way that the 
job that they were given to do, they, I think, performed credibly. 
The problem was simply that they were wrong by 10 to 15 years. 
I know that Mr. Walpole has clarified very substantially subse- 
quently, the parameters within which they worked and, as I said, 
I think they did a very professional job within those parameters, 
but the institutional parameters were simply wildly wrong. 

Chairman Bartlett. The religious world is very familiar with 
the miracle of conversion. The CIA has recently had that experi- 
ence relative to these kinds of threats, I think. 

Mr. Wiltsie, the Applied Physics Laboratory has been for our 
military an honest broker for a number of years now. There are ob- 
viously different opinions relative to the probability of an EMP lay- 
down, different opinions relative to the effect of an EMP lay-down, 
different opinions relative to what we ought to be doing in anticipa- 
tion of that kind of an eventuality. 

Is this the kind of thing that the Applied Physics Laboratory 
could be an honest broker for or would there be others who would 
be more appropriately fitted for this role? 

Mr. Wiltsie. Well, I think the Applied Physics Laboratory cer- 
tainly could be an honest broker for this. I mean, I am not qualified 
to say if there are others that are more qualified than APL to do 
such a task, but we have looked at it at your behest since early 
1997 and I think we have a feeling for the technology involved and 
probably could serve a useful purpose in that role. 

Chairman Bartlett. I thank you very much. We certainly need 
someone to look at the national picture, not the military, the civil- 
ian part of it. What would be the likely consequences, immediate 
consequences? What would be the long-term consequences? What 
could we do to ameliorate those effects and what would we do after 
the event occurred? 

And I do not think that either of these have been given very 
much attention and I think that, considering the devastating ef- 
fects that this might very well have on our country, that this would 
be a very inviting opportunity for enemies, and I think that it is 
somewhat irresponsible of us not to be looking at what we could 
do to ameliorate the effects and what we might do after the event 
occurred. 

And the analogy of the insurance policy — that is all that I would 
ask, is that a prudent nation should invest in an adequate insur- 
ance premium the way you do for your home and the liability on 
your automobile and that sort of thing. We have not done that, I 
think, in any way relative to this. It has been ignored. 

Perhaps it is too hard. Dr. Wood, and if it is too hard to deal 
with, you just ignore it. Do you think that has been something of 
a factor in our response? 

Dr. Wood. Yes. That and the intellectual tenor of the times is 
in the direction of kind of a comprehensive denuclearization of 
American military thought and, thus, of the civilian consequences 
of it. 

I would just invite your consideration, Mr. Chairman, and that 
of your colleagues in Congress, to the qualitative difference be- 
tween the situation that obtained after a rather junior — I think he 
was a deputy foreign minister or assistant foreign minister of 
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China made the remark a few years ago that we would not inter- 
fere with the Chinese dealing with the Taiwan issue because we 
cared more about Los Angeles than we cared about Taipei. Well, 
that caused the Washington establishment, at least from my per- 
spective, to run off screaming into the night. 

You come back with a statement that you and a number of your 
colleagues, including Mr. Weldon, heard from the chairman of the 
defense committee of the state Duma of Russia and a gentleman 
who is very highly placed in the Russian national security estab- 
lishment, by saying, “If we really wanted to hurt you, here is what 
we would do,” and describe a very credible threat and you can hear 
a pin drop in response. 

There is not only nobody running off screaming in the night, they 
are not even murmuring in the daytime about it. You know, it is 
a remarkable difference. 

You know, the Chinese can barely extend a credible threat. They 
could blow up a dozen and a half American cities and that is the 
end of it. The Russians can incinerate the North American con- 
tinent, and yet they say, “You know, if we really wanted to hurt 
you, this is what we would do.” 

I am very struck by the difference in reaction to it. 

Chairman Bartlett. And he said that without fear of reprisal. 

Dr. Wood. Sure. 

Chairman Bartlett. Because it would be done from the sea and 
because we would not know who did it. 

Dr. Wood. The Russians and, very frankly, most everybody else, 
but the Russians in their sleep know how to attack from the sea 
so that we would never see the attack coming. Never ever. Very re- 
liably. Certifiably, if you will, how to attack so that it was 
unattributable. 

Chairman Bartlett. Well, I want to thank all of you very much 
for coming. You have helped immeasurably in our goal of raising 
the public consciousness of this. 

We will hold the record open for questions from our colleagues, 
if they wish to ask them, and we will hold the record open for addi- 
tional inputs that all of you would like to make. 

I want to thank the Applied Physics Laboratory for hosting us 
and I want to really thank all of you for coming and testifying 
today. 

Our hearing will be in adjournment. 

[Whereupon, at 2:05 p.m., the Subcommittee was adjourned.] 
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OPENING STATEMENT 

CHAIRMAN ROSCOE G. BARTLETT 
SUBCOMMITTEE ON GOVERNMENT PROGRAMS 
AND OVERSIGHT 

HOUSE COMMITTEE ON SMALL BUSINESS 


Good morning. Let me call the Subcommittee to order. It is a 
pleasure to welcome you to this hearing of the Subcommittee on 
Government Programs and Oversight of the House Small Business 
Committee. 1 would especially like to thank those of you that have 
traveled some distance to participate in this hearing. 

This hearing is being held because the damage to our economy - 
businesses large and small - not to mention national security from 
Electro-Magnetic pulse (EMP) could dwarf anything a^^ociated with 
the well known Y2K problem. Yet, the EMP threat is virtually ignored 
by our government and is practically unknown to the public. 

Concerns about the proliferation of nuclear weapons and the possession 
of such weapons by rogue nations, make the discussion of problems 
associated with EMP and the magnitude of those problems a most 
timely topic. However, few Congressional hearings have been devoted 
to this topic, and there is little, if any, public awareness of EMP. 
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When 1 was recently in Vienna, Austria, a member of the Russian 
Duma candidly told me, “you know if we really wanted to hurt you, we 
would set off an atomic weapon at high altitude above your country and 
produce an EMP that would destroy your entire electrical power grid, 
computer, and telecommunications Infrastructure.” 

This statement did not surprise me, but unfortunately it would come as 
a surprise to most Americans. I believe it is imperative that our 
government take steps to defend against EMP. As with Y2K, the public 
and businesses need to be informed about what steps thQ' could take to 
prevent or minimize damage from EMP. 

It would appear that the number of contracts awarded to small 
busineraes by the federal government for EMP research has diminished 
in the last five years. Is the federal government placing the correct 
priority on the problems associated with EMP and with the possibility 
or probability that they may occur? Is the public being correctly 
informed by the federal government as to what EMP is, the magnitude 
of the threat and the problems associated with It? 

It is hoped that the testimony today will answer some, if not all of these 
questions. Also, it is hoped that the hearing and the permanent record 
available to the public after the hearing, both in hard copy and in an 
abridged form on the Internet, will provide heightened awareness of 
what EMP is and the problems it could create 

Again thank you all for participating in this hearing. And thank you in 
the audience for attending this hearing. 
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PROGRAM MANAGER 
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THE JOHNS HOPKINS UNIVERSITY 
APPLIED PHYSICS LABORATORY 

SUBCOMMITTEE ON GOVERNMENT PROGRAMS AND 
OVERSIGHT 
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June 1, 1999 



OUTLINE 

•OVERVIEW OF HIGH ALTITUDE NUCLEAR EFFECTS 
•ELECTRONICS AND SYSTEM SUSCEPTIBILITY 
•GROUND SYSTEMS 
•SPACE SYSTEMS 
•HARDENING CONSIDERATIONS 
•SUMMARY 


Good Aftemooa Thank for foe OH)oitunity to testify before foe Small Business 
Subcommittee on Government Programs and Oversight. 1 am Ron Wiltsie, The Program Manager 
for Strategic Systems at the Johns Hopkins University Applied Physics Laboratory, located in 
Howard Cbunty, Maryland. 

In July 1 997 Congressman Bartlett asked the Applied Physics Laboratory to advise him on foe 
subject of this hearing, the Electromagnetic Pulse (BMP) produced by a high altitude, nuclear 
explosion and the implications for defense systems and ct^mbilities, and civilian in&astracture. On 
July 16, 1997 the former Director of the Laboratory, Dr, Gi-y Smith, testified before the House 
National Security Subcommittee on Military Research and Development. 

My testimony today will cover the following topics: an overview of the nuclear eBects caused by a 
higj) altitude burst including the basic physics of EMP generation; foe susceptibility of ground and 
space systems to EMP attack with cmjfoasis on the vninerability of foe installed electronics; and 
foe protection or hardening of potentially vulnerable system elements trom foe effects of EMP. 
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NUCLEAR EFFECTS 
OVERVIEW 


Discussion of the effects of a nuclear attack on the United States has, for the roost part, focused on the effects 
such attacks would have on our defense capabilities, on our ability to function militarily in such a situation and 
to prevail on fevonble terais. Mutual understanding by the United States and its adversaries of the widespread 
and cataclysmic danagc that hundreds of megatons of nuclear explosions would cause to our society and its 
infiasttuclure, and the corresponding damage a like response would cause an adveraary, was die centeipiecs of 
the philosophy that underlay the Cold Wm: Mutual Assured Destruction. The Ctdd War is over, but the threat 
ftoni nuclear explosions remains. These could result from a coordinated attack using substantial numbers of 
modem weapons or an attack of at most a few crude weapons in the hands of terrorists or rogue nations. The 
latter scenario is of particular concern in the post-Cold War era. 
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BURST ALTITUDE EFFECT 

• SURFACE, NEAR SURFACE BURST BLAST, SHOCK, 
THERMAL, LOCALIZED EMP 

• MEDIUM ALTITUDE/ATMOSPHERIC BLACKOUT, EMP 
LIMITED AREA 

• HIGH ALTITUDE BURST (lOO’s OF KMs) EMP WIDE 
AREA, X RAYS, GAMMAS NEUTRONS, (SPACE 
SYSTEMS THREAT) 


The tmmeise amoimt of energy liberated by a nuclear explosion, {mncipally in the term of X-rays, 
gamma rays and high-energy neutrons, can iwoduce a wide range of effects. The wdl-tnown effects 
of a near-surface or ground burst, which including blast, ground shock and drental radiation, are 
actually indirect; they result from conversion of the bomb’s energy into themia] and kinetic forms. 
Effects of a nuclear detonation at hi^ altitude on satellites and missiles in flight, on the other hand, are 
direct: the energy from the detonation interacts in its original form with die target system to induce 
malfunction or damage. A nuclear detonatimi also changes the surrounding cnviroiunent, causing radio 
and optical propagation dfaturtances which adversely affect communications over an extremely wide 
range of frequencies. An additional, and very important, effect of a high-aliitude detonation, 
particularly for airborne and ground systems, is the electromagnetic pulse (EMP) that results from the 
conversion in the Earth’s ionosphere of weapon gaimna-ray energy to radio-frequency energy which 
propagates toward the Earth’s surface. 
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The detonation of a nuclear weapon produces high-energy gamma radiation that trareb radially away from the bmsl 
center. When the detonadtM occurs at high altitudes whao the mean free path of the gamma photons is very long, 
these photons travel long distances before they interact with other particles. Gamma rays directed towaid the earth 
ciKounter the atmosphere where they interact with air molecules to produce positive ions and recoil electicjis which 
are called Compton elections after the man who diK»vered the effect. Tk Constat recoil eleclrons also travel away 
from the detonation point but are deflected by the earth’s magnetic field. The figure above depicts this situation. 


The gamma radiation interacting with the air molecules produces charge separation as the Compton recoil electrons 
are ejected and leave behind the more massive, positive ions. The earth’s magnetic field interaction with the 
Compton recoil eisetrons causes charge acceleration, which further radiats an electromagnetic field. High Altitude 
BMP (HEMP) is produced by these ctiarge separation and charge acceleration phenomena, which occur in ihe 
atmosphere in a layer about 20 kilometers (km) thick and 30 km above the earth 's surface. The effective source 
region covers the earth within the solid angle subtended by rays from the detonation point that are tan^nt to the 
atmosphere. 
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EMP 

• LARGE AREA COVERED (KMW’s OF KMs) 

• INSTANTANEOUS 

• SIMULTANEOUS 

• EXTREMELY HIGH ELECTRIC FIELM (lOOO’s KVflM) 

• BROADBAND SPECTRUM COVERAGE 


Hie EMP threat is unique in two respects. First, its peak field amplitiKle and rise rale are high. These feataes 
of EMP will indace potentially damagiiig voltages mid cisieiA in unpiolecti^ electronic circuits and 
corapooents. Second, the area covered by an EMP signal can be immense. As a conseipirace, large pwtions of 
extended power and communicatioos networks, for example, can be simultaneously put at risk. Such far- 
reaching effects are peculiar to EMP. Neither natural phenomena nor any other nuclear weapon effects are so 
wideqxead. 

The elecbomagnetk pulK produced by a nuclear detonation at high altitude (ie., between rouglily 40 and 100 
Idlometets) has been the sulject of a peat deal of dieoceticil and experimenfai research for nrarly 40 years. Hie theory 
is DOW well understood and sophisticated conqwter programs that model the physical processes involved in EMP 
generation are now routinely used to predict EMP environnients. The peak fields of this broad-band electromagnetic 
signal can reach many tens of kilovalts per meter widi ficquencies ranging from near DC to sevoal hundred MHa. The 
high-frequency, high-amplitude portion of foe EMP can couple well into antennas and other structures whose frequency 
responses lie in this regton. The lower anqilitude, lower frequency portion of foe EMP signaS couples well to sbuctures 
whose characteristic dimensitas are tens of kilometers such as telephone or power lines, on whirfo tte EMP can 
generate cunents of several kiloampeies. Finally, a very low airqilitnde field lasting for hundreds of seconds is 
generated by magnetohydrodynamic phenomena associated with the dynamics of the explosion’s fireball, its amplitude 
is only a few tens of volts per kilometer, hut because of its low frequency content, this component of the EMP can 
penetrate foe Earfo or sea water to great depths and can couple efficiently to very long, deeply buried cables siich as 
large power grids tm land. 
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Tlie area of the Earth’s surface directly illuminated by EMP is determined entirely the 

height of the burst: all points on the Earth’s surface within the horizon as seen from the burst 
point will experience BMP effects. It is important to point out, however, that the peak 
amplitude, signal rise rate and duration are not uniform over the illuminated area. The largest 
peak intensities of the BMP signal occur in that region of the illuminated area where the line 
of sight to the burst is perpendicular to the Earth’s magnetic field. At the edge of the 
iiluminated area ^farthest toward the horizon as seen from the burst), the peak field intensity 
will be lower and the EMP fields will be somewhat longer-lasting than in the areas where the 
peak intensities are largest. 
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SYSTEM SUSCEPTIBILITY 


An electromagnetic field interacts with metallic conductors by inducing currents to flow through them. A 
television antenna, for cxan^e, is a collection of metal conduclois arranged to facilitate the induced 
current flow in the frequency range allocated for television broadcasting and to transfer the signal to the 
receiver. Other conducting structures such as aircraft, ships, automobiles, railroad tracks, power lines, 
and communication lines connected to ground facilities also effectively serve as antennas for EMP 
coupling. If the resulting induced cutrents and voltages— which can be large-are allowed to interact with 
sensitive electronic circuits and components, they can induce upset in digital logic circuits or cause 
damage to the components themselves. 

Ground facilities, for example those housing the large computers central to the fiinctioning of our 
financial system, are typically nodes in a larger network and are connected to overhead or buried cables 
for power and communication. They are also connected to buried pipes for water supply and waste 
disposal, and are typically equipped with communication antennas of various types. All of these features 
can direct EMP energy into the facility. Analyses and simulated EMP testing have shown that currents 
carried to a facility by long overhead or buried conductors can reach thousands of amperes. Shorter 
penetrating conductors can carry hundreds of amperes into a facility. Direct EMP penetration through the 
walls and windows of an unshielded building can induce cutrents of tens of amperes on illuminated 
interior conductors. 
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SYSTEM SUSCEPTIBILITY 

• GREATLY INCREASES PROBABILITY OF LPSET/BURNOUXiN 
ELECTRICAL/ELECTROMC CIRCUITS 

• NOTHING LIKE EMP OCCURS IN A NON-NUCLEAR ENVIRONMENT 

• ELECTRONIC SYSTEMS ARE MORE VULNERABLE TODAY 

• SOLID STATE DEVICES 

• DIGITAL VICE ANALOG CIRCUITS 

• DESIGN EMPHASIS ON PERFORMANCE/SCOST, NOT ROBUSTNESS 

• SPECinC SYSTEM SURVIVABILITY NOT CLEAR 


When EMP energy enters the interior of a potentially vulnerable system, it can cause a variety of adverse 
effects. These effects include transient, resettable, or permanent upset of digital logic circuits, and 
performance degradation or burnout of electronic components. The collected EMP energy itself can cause 
malfunction or device failure directly or it can trigger the system's internal power sources in unintended ways, 
causing damage to be done by the power sources within the system itself. 

EMP introduces two collectively unique features to the overall picture of system susceptibility to nuclear 
effects. These features, taken together, distinguish EMP from all other forms, both natural and manmade, of 
electrical stress and response. 

1 . Stresses induced by EMP can significantly exceed those ordinarily encountered in system circuits and 
components and can thereby increase the probability of upset and burnout occurring in electrical and 
electronic systems. 

2. EMP can cause this increase to occur nearly simultaneously over a large area: about one million square 
kilometers for a high altitude burst. 

EMP simulation testing has shown that unprotected systems fr^uently experience both permanent damage and 
transient upset when subjected to EMP-like stresses. Temporary system outages, circuit upsets and permanent 
failures of semiconductor devices have all been observed. In view of our inability to predict the occurrence of 
damage or upset in systems which were not specifically designed to be “hard” to EMP, reliable c(MKlusions 
concerning the EMP survivability of a specific system cannot be drawn in the absence of a detailed test and 
evaluation of that system. The general pattern, however, is clear. Protection from EMP effects is necessary for 
critical systems, and high confidence in system hardness can be gained only through testing under conditions 
that closely approximate the threat. 9 





General Sensitivity of 
Unhardened Electronics to 



Electronic systems have tended to become more susc^ihle to HMP over the years, lar^ty as a result of the advances in 
electronics technology made since the development of the transistor. The current and voltage levels associated with thenonnal 
operation ofelectronic devices, and the power or cn^gy levels at which failure can occur, have all fallen steadily as solid-state 
and iDtegraied-circuit technologies have placed ev«’-ii>creasing mincers of devices and circuits oq semiconductor chips In 
addition, the irKrcasing use of digital circuitry to perform ever more curr^lex functions has added to the risk and the seriousness 
of the consequences of digital logic upset. As anyone who has experienced a momentary power fluctuation while using a 
personal computer will attest, such upsets can resiiiy occur with unpredictable, and usually unfortunate, results. 
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SFACE-BASSH FIJIMFNTS 

• KEY FJi*lE(ST!N Cf^MMEROAl. TEI.ECtWlMUNICAlIOiSS 

• CE(»VNCKRONOi;SSIX)7SATAPSEIMt.'M 

• TIIKEATS 

•BURST ATCKEATCR THAK 40 KM 
•PROMPT RADIATION 

•X-RAY IIHDICKD SHOCK WAVES-^fORT RANGE 
•PROTECTION ADDS 3% TO 5% OF PRODUCTION COST 
•DELAYED RADlATtON 

•DimiNANT EFFECT f(« COLLATERAL DAMAGE WITHMULTIPIJ; BURSTS 
• SINGLE BURST - SEVERAL MEGA RADS IN A FEW DAYS 
Salellim play tn essenlial rc^ in U S tnililary stcaleiic ind Helical communicaliaiHby enablirg ciilicaJ command, eonirol. deleciion. 
eaily wanibg aid preciu teiog runctiens. SalcliiHs have also become a key eternem in oui civil letecammunieaiiom indusn?. Space ku 
become cniwdai, and sIms Ibr gcosyrtchranoos smSiilee are tl a preimiini. Imercomtecicd km-orbil syateiRS made up of multiple saelNic 
nodes will soon give ihe user the capaMKly 10 instanisicaislyainfiect ID Mher users worlduide. Paruirflbis space-based civilian 
inftismiCtuTe could be pul u n^iRcaisl sak in Ibe event of one or more nucleic deionalions in space. ^ 

Satellites can oaly be affected by detonations at bigb iltilwks. Foi tow-allitude bursts, the awio^here itself greBly sliieids the satellite 
from the nucles radatitm. In penenl, the dettnaticn altiiudes a ivhKh satellitu cast be affected are not weU delined because (hey depend 
eat the atleiTualioiiofihealmasplieK. die cm^e of possible weapon yields, geometeical ihetors, and satellite sesciliviUes. A reasooabte rale 
ofthamb, however, is that Ice midear deSonatiois below about 40 kilometers, saulfitea. panicutadycomniBnacauceissalelHies.will not be 
alfecicd by the direct radiaSoiu The high-aWhidc reginie of iDiesca Ibaefore excludes grornid and air bursts. Incladed is IhisaWlude 
cegine are dc increasingly possible high- alhtade detonations which cocld ocnis as a result of a determined (crrotisl or rogue-stale altxk. 
TbepTonipiraikaiisnefreeis occur iiRinctSaicly. result ineilhernpsetorpennanetil damaicnf electronics, and are caused by direct neulion. 
X-ray and gatnrra-ray inicracllons with the satelhle. X-ray io&ced sbock damage to cctlatn micnrcrreuils, as writ as ganuna-iay induced 
iuniralioii upset « hiimoul. occurs at lelaiively short ranges. Syslcin-gsneraud eiectmnugnciic pulse (SGFMP) refers to ibe 
electromagBcbc liekk gcDeraled by the motion of eieelmns scsteiad out of (saldhlel material ioniziag radiation (pnmanly .X-rays). 

llifcshirfdlevebrurSfSMP-mduced upset and dama^areverydilBciilltoptediei. Howcvtr.of ihemostlmpcnamimpUcatiom for 
unliMdened saleRiics is that polentiall) damaging effects can occur evm at radiation levels aaaKiatcd with extremely large bonl-W-sa:ellite 
scparalions. 

Peiiiaps a more threatening challenge to oui cornincrcial atelliic conslcllaliont is dial from ethanced trapped ladiaiion llsii icsulis front 
delayed nuclear elTecis. These eidianccdelTeeu depend on a number of factors incyictdandmniierofbumsand. loacenamextcni.ilie 
details of the Soinb dte.sign; :hc lallludelandloatcssci extent the longltadcliand height i>rihchursi(s)sDd. id'eourse. the ‘kiiurororiuiilie 
satelliie is in- low earth orbit ILandsal.Tel£(fcsic. and liidmm. fat example), medium uanh orbit fCkibal Nisiiioiiing Itaiellilc fOPS) mkI 
Odytney. for eumpiel or geusynclironiius earth whit [Anrk. Oalaiy. and OOfcS. inreianiplel 1 1 
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Because time on oibit is 
huilt with 'hardening' ic 




49 


HARDENING 


Protection or hardening of potentially vninerable system elements liom the effats of hMP requires that these 
elements be shielded from the EMP field and from potentially dangerous EMP-induced currents and voltages. To 
put the problem in perspective, consider that the high-aitihide EMP can induce open-circuit voltages of the order 
of megavolts or short-circuit ctiirents of the order of ten kiloamperes on overhead conductors such as power lines. 
Small-signal electronic circuits typically operate at levels of a few volts or a few tens of milliamperes. To prevent 
EMP-induced transients on power lines from producing upset in these circuits, sufficient protection must be 
provided lo reduce by at least seven orders of magnitude the transient peaks induced on the power lines to levels 
which can be tolerated by the .small-signal circuits operated from these lines. Certain sensitive circuits such as 
magnetic disk read-head amplifiers, require even more isolation. 

All approaches to the protection problem are based on the idea that a barrier must be erected between the stresses 
induced by the EMP and the system elements that these stresses can adversely affect. The various approaches 
differ principally in the choice of battier location. 


13 
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KMI* PROTKCriON 

• [mEGRALSHIELI)lN(; 

- COMPLETEIVCI.OSED 
PERFECiLV CONDUCTING 
MODJnED FOR SYSTEM FUNCTIONALITV 

- VALIDATION AND MAINTENANCE EASY 
COSTLY FOR MOST APPLIC ATIONS 

• ELEMENT SHIELDING 

INDIVrDUALI.Y HARDENED PIECE PARTS 

- NUMBER OF ELEMENTS CAN BE LARGE 

- VALIDATION AND MAINTENANCE MORE DIFFICILT 

- RISK OF INCOMPLETE PROTECTION 

- OFTEN MOST EXPEDITIOUS 
LESS COSTLY 

• REDUNDANCY HELPS 

■ MINIMUM ESSENTIAL SYSTEM PROTECTION 

A completely closed (iniegial) ard perfectly conducting shell arnond a space totally acludes extsmally generated electromagnetic fields 
from the enclosed region, Hiis is the basis fbi the integral-shielding approach to EMP protection: One effectively wraps the system to be 
protected in a metallic shidd wiihout apertures or other perwtraiions (a Taraday cage") and thereby isolates it from the hostile 
electromagnetic environment. For any system to be useful, however, it must interact wich the world outside. A pilot must be able to see 
through cockpit wmdows, communications must be maintained, rrranned ground facilities must be supplied with air and water, and often 
with externally generated power. For these reasons the integral shielding apfffoach to EMP protection is modified to permit those 
penetrations that are iMcessary to the system’s function, while closii^all unnecessary penetrations. The meaiK employed for tffective 
penetration protection inciode filters and surge arrestors for line pcnelratiora sxh as those associated with antenna and power 
connection^ wire-mesh or transparent conduct! ve-filin coatings for windows where visibility must be presereed; metal ftoneycomb for 
veitiilution pons; and conducting gaskets for doom and hatches 

At the oibcr end of the spectrum of EMP protection lies hardening at the imiividual-eletncp.t level In this approach, the barriers between 
the EMP stresses and the potentially vulnerable elements are chosen close to the elements tbcniselves. Local raiha than global tiiiclding 
is used, and individually hanlcncd piece parts (diodes, transisiors, and integrated circuits), hardened circuit and faiilt-tolerant logic design, 
and terminal proiaction devices {fillers and hmiters) are employed to protect the system elements. The number ol such elerocnis, 
howmr, can be extremely lai^c, and the number of protection measures that must be applied to the system will be corrcspwicingly laigs. 
As a conse(]uence. hardness validation and ntfiintwance can be difficult when inJividual-elemenl hanlcnng js used. Fiirtbcrmorc, the ri.sk 
ofincompide syaem protection can be subaanlia!. F,vcn given these shortcommgs, individual-element hardening is often the .nest 
expeditious approach for adding EMPproteclion to an existing facility or complex. The risk ofinconplelenessofthe protection will be 
higher than for an intcrjml shield with protected peiiciratiodsand the increase in system hardness maynoi be quantifiahls, but the cost will 
be relatively low. 
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.SMMMAKV 

• EMP tKFECrS 

■ INSTANI'AMiOliS 

• SIMl.'LTAMOKSOVER A WIDf RFCION 

• Hiiiti LiKcivic nri.i)s 

■ POTTNl lAL TO SKVXRtLY AttB (T CROWD SYSTEMS AND SATILUTK 

• aiVr»*Gf ANDUmSWELLUNDCRSTOOD 

• INCRLASED(NFR;\STKllCnmESU6CE!TminTOEMr 

• U)IJn 8TATR SYSTXM PBOI.IFCRATTON 

• >H)RESEf«aTIVl(DMPONE.NTS 

■ EFFErrSONTERRISTRIALSVSrEMSNOrWCLLIWDERSTOOft 

• UMITEDHSIfftCdWl) 

• UARDENIW; 

• INIXCRAI.SHIELUINC 

• CLXMENrSHirJ^raNG 

Fd: a hi^ alfiiiKie nim tear hiim, ihe FMP effects can be tremendous and far reaching. The EMP from a sii^le hydrogen bomb exploded }l)0 
kilotiidefS over the heart of the UnltEd Stales coulJ set up sliwig ctecincaJ fields over nearly all of Nwth America. Since EMP is elec:rom!ig.idic 
radiation traveling at (he speed of light, all of Ihe area would he affected insiantaneoudy end simultaneously HEMP can induce large voltages 
and currents in power lines, communication cables, radio towers, and other long coiidtcSois saving a ficility Other nolabk collectors of EMP 
inc.tKle railroad trades, la^e antoinas, pipes, cabks. wires in buildings, and meul feiciag. Although raalcrials underground arc partially shielded 
by the ground, they are still coltectors, and these collectors dehYcr the EMP energy k) wme larger facility. This produces surges that can desuoy 
the connected device, such as. power generators oi Jong distance telc^toic systems. An EMP burnt couM destroy many services needed to 
sustain the civilian infrastructure. 

Society has entered ll*c irfocmation age and is more dependent on electronic systems that work with components that are very stcsccplible to 
excessive clcctnc ciuTaKs and voltages. Many needed systems are controlled by semiconductors in soae way. Failure ofscini-coiduciivc chips 
could destroy industrial processes, irmsponaiion networks, power aud plioiie systems. fiiwKial systems, and access to water supplies. 

The “integral shielding with penetration c<mtro] ‘ approach to system protection has proven roost attracivc for hardening many classes of mililary 
sjstoms and Cl facilities. A new strategic niMiJe system, for example, is an ideal candidate for this form of EMP protection baiusc it is new, 
high value, and requires a low-risk, high-confidence hardening jpproach. Finalty. the fact that the systrni is relatively compicl aid enclosed 
means that it possesses few necessary penetraticna that will require protection. llecatiseihenumberofneceMary protection tncasiiics is snail, 
system hardness will be relatively eas>' to validate and maintain over its life cycle. This is definitely not the case, however, for a sy-stem of 
cnrtiTimtil sire siirJi as a comraeirial banluDg network. 3 liampurlaiion cwwmoiicatwns sj'flem Of art interconnected telephone network. 


Only ifthriiicKt imporlsnt penctralkinsard the most critical eicclromcs boxes can be identified and protctlol-and engineering uegement and 
exjicriciicc will tic aiicial in miking llic necessary idenlificattons-onc can rca.xorahly expect to achieve a sigrificint reduclhm ir the 
vuhiCTabilily of the system using claictu sliiekiing. As the syslsm become* more oimplcx. however, the conildcrce in this apiroath degrades 
rapidly. \s 
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EMP Ground Coverages 
for High Altitude Bursts 
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What is the Applied Physic:s 
Laboratory? 


♦ A fV'^^4a'h »nd tJc^'cN^pmcnl ikxlH-awl u> M4vinK 

pmltk-ms <4 iwlKmal •xH'urily jimJ tth^iul InccfcM 

♦ A leader in Wchoolojo' application urnl inmn-aiive %\<>(etn 
drvekipmeni in punnerdiip n iih Ctincmiiirni jihI indu»ir> 

• Prm'Mlr^ 111 hniral k-aderdiip fiN 

niullk»fKani/jtM«i4l pi(i(irain» 

• AvokU competition with indu!<tr> In con* Mork an-o^ 

• I raMK/rrc nuiiur \v>«<emi> or pn^olvpi*' lo iiHkniry for 
prcxhnrkm 

♦ A nnt-for-pnifh 
cHittkin i/ltie 
kjlmn llofikint 
TnivctMly iJtUi). 

(nundni in 1942 

APL Facts 



• OitkIuci^ tnorr ilun 20U Mrpsuatr prof^anu for (lie Naty, Army, 
Air Fcm-c. NASA. HMIXJ, DARPA. the DcpwftnK*rMn of 1nin»por- 
uiion aiHi TrraMiry, uihI othcrti 



Maintjirv* 90 spcclali7evl n*^*an'h and icm 
f jiiliiie» 

Op e ra tC A ntih aerraxi* aitnital I'MnmiimrrM 
level of f-liOM 

SuhcuntracU approxinuicty- tUkiol InndinK. 
mainly to inJuMtial orH>ni7atk>n» 

Opcfaies the primary »itr of the Mill Whit- 
ing fichool of EnKlnemnA. one of ilie 
Urytevi part-timr Kniikeiie eoKlneerlnx 
proftnim* in the Itmied .Srates 

• The AI'L Fxhication Cenicr ofTcrt dftlw 
maiterS degree piograinv nervInK 
ttudenu from APL arnl the comrminlry 




Ma|ortty of tnulnKUirN are APL cmpioycM 
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TESTIMONY 
Gordon K. Soper, PhD 

Subcommittee on Government Programs and Oversight 
Hearing on Electromagnetic Pulse 
House Small Business Committee 
June 1,1999 

Mr. Chairman, I am Gordon K. Soper, Group Vice President of Defense Group Inc. 
(DGI). DGl is a high technology services and hardware company providing research, 
development, analysis, integration management and marketing support to a wide range of 
government and commercial customers. I appreciate the opportunity to appear before you today 
in order to help this Committee develop a better understanding of the magnitude of the problems 
that an electromagnetic pulse--or EMP-generated by the detonation of a nuclear weapon over the 
US could cause to both the civilian and military infrastructure of our countty. In 1997, testimony 
before the Subcommittee on Research and Development of the House National Security 
Committee helped to open this important problem to public debate. Using that information as 
background and building on the complementaiy testimony of my colleague Mr. Wiltsie of the 
Applied Physics Laboratory, I will focus my remarks today on those problems that could occur 
as a result of one or more nuclear detonations at altitudes of 60 kilometers or higher above the 
earth. Such a detonation is often referred to as a high-altitude, or exoatmosfAeric, nuclear 
detonation. 

Obviously, placing the nuclear weapon at an altitude such that high altitude EMP effects 
would be significant will require a ballistic missile, thus narrowing the candidate sources for the 
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threat. 1 will leave to the intelligence community any effort to define who might be able to 
detonate such a weapon over US territory and the plausible scenarios one should consider. 

While you have specifically concentrated your concerns on the effects of the nuclear 
electromagnetic pulse, 1 would like to point out that a nuclear detonation above the atmosphere 
also produces several other effects that would add to possible infrastructure degradation. A brief 
review of these other effects is in order. You are likely aware that copious amounts of x-rays, 
gamma rays, neutrons, electrons, and radioactive debris material are released in a nuclear 
detonation. All of these forms of radiation can impinge on satellites in their orbits within 
thousands of kilometers of the detonation along a direct line of sight to the burst. Depending on 
a number of factors, some satellites could receive severe enough radiation exposure to destroy 
their critical electronics subsystems (if they are not radiation-hardened). In addition, the 
naturally occurring Van Allen radiation belts that surround the earth would be enhanced by the 
nuclear detonation, trapping some of the ionizing particles for many months. This would result 
in satellites accumulating substantially higher levels of radiation than normal as their orbits 
periodically pass through the enhanced or “pumped-up” radiation belts. The resulting dramatic 
increase in the total accumulated dosage would significantly reduce the useful lifetime of a 
number of our satellites. The results of a Defense Nuclear Agency study several years ago 
showed that “the explosion of a single high-altitude low-yield nuclear weapon could destroy $14 
billion worth of low-earth-orbit satellites that would transit through the enhanced radiation belts 
produced by such a nuclear event.” That figure has doubtlessly increased today. Two examples 
given in the DNA work cite the expected decreased lifetime of Iridium satellites ftom 72 months 
to 24 months and of the Globalstar satellite from 90 months to only one month! The Defense 
Threat Reduction Agency (the successor to the former Defense Special Weapons Agency that, in 
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turn, succeeded the Defense Nuclear Agency) has directed a study by the RAND Corporation to 
consider the worldwide economic impact of such losses. It is evident that a complete discussion 
of the effects of high altitude nuclear detonations on the civilian inhastmctuie would include 
consideration of the damaging radiation effects on our commercial and military satellites, and the 
degradation to communication and data links connecting the satellites to the ground networks, as 
well as the effects of EMP on terrestrial-based systems. 

With this as a preamble, let me turn to a brief discussion of the possible consequences of 
high altitude EMP on the civilian infrastructure. 

I said possible consequences because there are a multitude of unknowns and uncertainties 
surrounding the potential effects. First, let me tell you what we know with some degree of 
certainty. We know how nuclear weapon detonations generate EMP. We also know how this 
pulse would electromagnetically couple to antennas and electrical cables and how it would 
penetrate various electronic systems, down to the individual components. Finally, electrical 
engineers have learned how to effectively shield equipment and facilities from such a pulse, and 
they know the proper protective devices to apply to electrical or mechanical penetrations into a 
facility. Based on experience gained from DoD sponsored research to better understand the cost 
to radiation-harden strategic systems, we have even gotten a sense of the costs associated with 
EMP protection. In general, nuclear hardening costs (including electromagnetic hardening) 
represent a small percentage of total system costs. For example, satellite system hardening 
costs, driven by strategic X-ray hardening requirements, are on the order of 5% of the total cost, 
and hardening a satellite to the natural environment typically costs less than about 1% of the total 
system life cycle cost. Recent studies have also shown the cost for EMP hardening of ground 
systems to be about 2% or less of a hardened ground-based system’s total cost, These minimal 
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cost hardening deltas depend upon defining the threat early in the system design, designing 
radiation hardness into the system from the beginning and, most importantly, making use of an 
available domestic radiation-hardening technology infrastructure. 

What is less well known is the effect of EMP on modem, unprotected, commercial-off- 
the-shelf electronic systems and subsystems such as computers on a network. Even modem 
automobiles, which have an increasing number of operational functions dependent upon 
microprocessors, could be affected by an EMP signal. Some test data exist to support this. 
Furthermore, even the word “unprotected” is difficult to define. This is true since electronics 
with no intentional hardening against EMP still may have some inherent level of protection 
because the basic design of the equipment often takes into account the existence of 
electromagnetic interference (EMI), the need for electromagnetic compatibility (EMC), and the 
possitality of exposure to lightning. It is interesting to note that equipment built to European 
standards should be harder because of the tougher EMl/EMC specifications that are being 
applied within the EU. These specifications now include EMP environments as well. 

Even though quantitative data are missing, based on my experience with testing of older 
electronics, I can suggest some likely results. I will address briefly some of the components of 
the US infrastructure and then touch upon industry, individuals, and the govenunent. The US 
infirastructure consists of many components, including the electrical power grid, 
telecommunications networks, the Internet, transportation, other public utilities (water, sewer, 
and natural gas systems), and medical and emergency services, all of which today depend on 
increasingly sophisticated, and perhaps increasingly fragile, electronic systems, subsystems and 
individual components. 


4 



63 


It is difficult to generalize about EMP effects on the civilian inftastnicture as a whole. It 
is pCThaps more useful to focus on two of the most critical infrastructure componoits, the 
telecommunications network and the commercial power grid, as a way of describing the 
problems that our country might face as a result of an EMP attack. 

Because of its obvious importance, the robuslttess of the U.S. telecommunications 
system to an EMP threat has been the object of a great deal of attention. The civil 
telecommunications networks would be very difficult wd expensive to protect with high 
confidence, because of their great spatial extent and the diversity of their elements. The 
Department of Defense sponsored several assessments of EMP vulnerability of leased portions of 
the commercial telecommunications network, beginning in the late 1960s. Even though the Bell 
Telephone Laboratories developed an excellent understanding of the EMP problem and applied 
that knowledge to the design and protection of parts of their netwoik that were used by the 
government for special communications, no conclusive evidence was found that the system 
would-or would not— fail catastrophically under EMP-induced stress. There is simply no way 
that such an expansive and diverse system can be realistically tested. This is of course one of the 
unique aspects of an EMP threat: large portions of extended terrestrial networks can be 
simultaneously put at risk. Such far-reaching effects are peculiar to EMP. Thus we cannot be 
confident that the network would function reliably after exposure to one or more high-altitude 
nuclear bursts. While the conversion to less susceptible optical fibers as a transmission medium 
continues, a large percentage of our communications is still carried on overhead copper 
transmission cables to which EMP energy can couple veiy well. Various protection devices for 
lightning and other interference mechanisms have been installed, but they were not designed to 
provide EMP protection per s«. Thus, there remains a debate within the technical community on 
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the effectiveness of lightning protection as afplied to EMP. Good engineering design and EMP 
awareness may improve the robustness of parts of the telecommunications network. 1 would 
anticipate that the almost ubiquitous cellular technology has vulnerabilities to EMP as well, but I 
am not aware of any EMP-related electromagnetic testing that may have taken place for this 
technology. 

in general, the same uncertainties pertain to the vulnerability of the electrical power grid, 
although there are obvious differences. While much of diis grid comprises aboveground cables, 
it is designed to operate at higher currents and voltages than telecommunications equipment, and 
it is also designed to shift power flow araund the grid and thereby isolate problem areas. The 
need for resilience against lightning strikes again provides the incentive for much of this 
protection. As with telecommunications, it is the computers and controlling electronics that are 
potentially vulnerable and whose degradation or failure could disrupt service. This general 
statement applies to the other components of the infrastructure as well. It is the modem 
electronics that are crucial to, and at the heart of, most of the infrastructure elements that are 
potentially vulnerable. For esample, water, sewage, and fuel distribution systems include 
electrical pumps controlled by microprocessors and both pumps and microprocessors have 
varying susceptibilities to EMP. Emergency fire, police, and medical response teams are all 
heavily reliant upon potentially vulnerable communications equipment. The medical community 
is replete with diagnostic and treatment equipment controlled by microelectronics that is 
sensitive to very small EM fields. Without care&l attention, the pervasiveness of electronics that 
has led us into the Information Age could also become our Achilles* Heel. 

Industry, large and small, faces similar vulnerabilities. In addition to infrastructure- 
related disruptions, their own electrical equipment would be susceptible to likely upset or 
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interference and to possible damage. Of course, the degree of potential damage to various 
businesses is related to their dependence on vulnerable electronics. Data stored on permanent 
magnetic storage devices would likely suffer only minor losses; data on dynamic storage in 
semiconductor memory might not fare as well. Operations that rely upon a steady flow of 
networked information (much of our blossoming E-commerce, for example) would likely find 
this capability disrupted for an extended period. Again, there is simply a void in our knowledge 
as to the expected effects on the multitude of electronics throughout the commercial sector. 

While not necessarily a national security issue, the same is true on the individual level. Home 
electronics including garage door openers, VCR's, stereos, television, telephones, computers, and 
even Sony Play Stations and Xintendo 64’s (!) are vulnerable, with varying impacts on our lives. 

Experts are often criticized for the uncertainty with which they describe EMP effects on 
the civilian infrastructure. Unlike many of our military systems on which extensive EMP testing 
has been accomplished, most components of the most modem commercial equipment simply 
have not been tested in an EMP-like environment. Even with testing of individual pieces of 
equipment, the analysis of the aggregate effects on entire interrelated networks of equipment 
becomes a formidable task. Variables such as the degradation of the induced EMP signal by a 
varying number of barriers such as building walls and the type of equipment case material, the 
variation of field levels within a building, the almost infinite assortment of cabling types and 
pathways connecting equipment, variation in electrical components’ susceptibilities to EMP, and 
even the type of ongoing operation (transferring data internally or to an output device, processing 
data, in a wait state, etc.) make significant differences in the EMP effects that could occur. 
Extensive testing which varies these parameters could help to bound the problran, but predicting 
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system-wide effects based on testing of individual pieces of equipment is extremely difficult. 
Therefore, my answer of necessity lacks detailed quantitative data. 

ntankfully, the Cold War is over, and the threat of a massive nuclear exchange is greatly 
diminished. The end of the Cold War resulted in an appropriate shift of priorities away from 
nuclear weapons matters, including a decline in support for research on EMP issues and for 
testing of electronic equipment. This is true, not only for the military, but also especially for the 
civilian sector. Based on my government experience and my continuing involvement in the 
field, I agree with your assertion that the number of contracts and their dollar value awarded to 
small businesses by the federal government for EMP research has diminished in the last five 
years, [have been unable to track down the exact numbers. Some anecdotal evidence from 
discussions with indusfry, however, suggests a decrease in the number of involved companies by 
one-half or more, and up to a tenfold decrease m lending for EMP^lated R&0 and testing. 

Your analogy with the Y2K problem is an appropriate one, but, as with most analogies, 
it has its limitations. EMP and Y2K are related in that both are primarily based on the 
burgeoning presence of electronics in our lives and the commensurate impact that disruption of 
those electronics could cause. It is also tough to get a balanced view for either case. Y2K and 
EMP have always included both doubteis and doomsday prognosticators. However, we must 
remember that EMP is both hardware and software oriented; momentary system upset or actual 
physical damage may occur. The biggest difference between EMP and Y2K is the fact that while 
January 1 , 2000 anrive with a precise degree of certainty and predictability, an EMP event 
has a high probability of never occurring This simple fact leads to part of the differerme in our 
responses to these issues. 
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The Commission on Infrastructure Protection and Presidential Decision Directives (PDD) 
62 and 63 were initiated to address some of the issues related to potential threats from terrorists 
and hackers working against the US infrastructure. However, the report does not address the 
possible implications of an electromagnetic pulse event. The reason is summed up in testimony 
presented by General Robert T. Marsh, U.S. Air Force, Retired, and Chainnan, President's 
Commission On Critical Infrastructure Protection, on the THREAT POSED BY 
ELECTROMAGNETIC PULSE (EMP) TO U.S. MILITARY SYSTEMS AND CIVIL 
INFRASTRUCTURE, presented to the House of Representatives, Committee on National 
Security, Military Research and Development Subcommittee, in Washington, DC, on 
Wednesday, July 16, 1997. In his statement General Marsh testified that; 


The EMP effects of nuclear weapons, as was noted earlier, were thoroughly studied and well understood 
during the cold war. At great cost, we hardened our strategic nuclear forces and our critical command and 
control systems against such effects. We built extensive special test facilities and tested these systems to 
assure their continued operation under anaclc. 

Obviously, the nuclear threat from hostile nations cannot be dismissed today, but we 
consider it a remote possibility. Likewise, we consider a terrorist acquiring a nuclear 
weapon and positioning it at the high altitude necessary for the generation of an EMP 
burst that would debilitate our infrastructures to be a very remote possibility. 
Consequently, we are not considering any special measures to counter such a threat, 
though a high-altitude EMP attack could devastate the telecommunications and other 
critical infrastructures. 

The present likelihood of a terrorist obtaining a nuclear weapon is uncertain. But even if 
it happened, generating the high-altitude explosion required to produce a devastating 
EMP attack would be extremely challenging. There are many easier, less costly, and more 
dramatic ways for terrorists to use nuclear weapons than delivery to a high altitude. Such 
an event is so unlikely and difficult to achieve that I do not believe it warrants serious 
concern at this time. The administration's policy is to prevent proliferation and 
unauthorized access. 

In conclusion, Mr. Chairman, I believe the threat of a major debilitating EMP attack 
generated by a nuclear weapon is remote at this time. This is also true of the more 
localized effects of RF weapons, although this area needs to be kept under surveillance 
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and may warrant the development of countermeasures in the future. 

While 1 would agree with most of the General’s statement, 1 believe that this unchallenged 
view in the group's report resulted in little attention being paid to EMP in the ongoing 
Infrastracture Protection Program. However, I am happy to report that some work is still being 
directed at this problem. While I do not have many details, there exists a nascent program at the 
Defense Threat Reduction Agency that is starting to examine the electromagnetic aspects of 
Infrastructure Protection. (It is interesting to note the changing emphasis on nuclear matters 
reflected in the evolution of that agency from the Defense Nuclear Agency to the Defense 
Special Weapons Agency to the current Defense Threat Reduction Agency.) 

One of your questions asked, “Is the federal government placing the correct priority on the 
infrastructure problems associated with EMP and with the possibility or probability that they 
may occur?” You have probably guessed already that my response to this question is that in my 
judgment the government is devoting few, if any, resources and relatively little attention to this 
issue. Granted, an EMP attack is not very likely, hut the major potential consequences call for an 
appropriate response. Perhaps a first step would be the formation of a similar Commission on 
Infrastructure Protection that would address this specific problem. 

Similarly the question was asked, “Is the public being correctly informed by the federal 
government as to what EMP is, the magnitude of the threat, and the problems associated with 
it?” 1 am unaware of any government effort to provide this type of information to the public. 
Perhaps such a question should be addressed to the Federal Emergency Management Agency. 
There have been a number of “Popular Mcchanics”-like articles that have attempted to demystify 
the EMP threat and present a pedestrian view of its effects. The public is also being exposed (no 
pun intended) to EMP from popular novels such as The Day After and movies such as Atomic 
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Iraia and P.»?dora’s Bpx. and the James Bond movie, GoldenEve . While it might make for good 
box office, these media descriptions often take liberties with the scientific correctness of EMP 
and its effects. This situation leaves the general public with, at best, a comic book understanding 
of EMP and, at worst, a dangerous misperception of the threat such an event could have on our 
society. 

1 have worked on this problem for my entire professional career. EMP is real. EMP will 
be generated if nuclear weapons go off. EMP energy, with certainty, would be transmitted into 
our microelectronics-based society. There truly could be a serious impact on our civilian 
infrastructure. I believe that this matter deserves greater attention than it is being given today. 1 
am not advocating a crash program, nor do I support large expenditures of our limited resources 
to address this issue. I also am not a doomsday advocate suggesting that EMP will plunge the 
world into electronic darkness. However, we as a nation do need a balanced, rational and careful 
review of this issue to understand better the potential effects on late- 1990s vintage electronics 
and the aggregate effects on the fast-grovring, interconnected and interrelated networks of 
systems that make up our civilian and military infiastructure. 

Thank you for the opportunity to be here today to provide my comments on this very 
important problem. ! would be pleased to respond to your questions. 
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"If you would have peace, prepare for war." 

- Benjamin Franklin 

I am grateful for the Conunittee's kind invitation to offer testimony today on 
electromagnetic pulse (EMP) and its implications for our Nation s milit^ and 
civilian infrastructures and. indeed, for the continuation of American civilization. 


BACKGROUND. I have been an interested observer of both American and foreign 
capabilities with respect to electromagnetic pulse (EMP) phenomena for three 
decades, and I have been actively involved with both offensive and defensive aspects of 
electromagnetic pulse weaponry for the past quarter-century. During the 708, 1 
served on the Defense Nuclear Agency's Scientific Advisory Group on Effects 
(SAGE), the DoD's senior technical review group concerned with nuclear 
electromagnetic pulse, as well as all other military nuclear issues having a technical 
character. In Uie late 708 and early 'SOs, I worked on "Third Generation" nuclear 
weaponry, a nudor component of which was nuclear explosive-driven generators of 
electromagnetic pulses of potentially greatly increased efficiency and military 
effectiveness; spinoffs involving non-nuclear means of generating potent EMP also 
engaged my attention. Later in the 'SOs and early '90s when strategic defense was 
emphasized, 1 worked on the development of defensive technologies of very high 
efficacy against nuclear EMP, with particular reference to military space systems. 
With the fall of the Soviet Union, my attention in these respects has turned to the 
implications of EMP in a nuclear-multipolar world, while remaining mindful of the 
implications of the enduring Russian strategic nuclear force structure. 


* Visiting Fellow, Hoover Institution on War, Revolution and Peace, Stanford University, Stanford 
CA 94305-6010, and Member, Director’s Technical Staff, University of California Lawrence 
Livermore National Laboratory, Livermore, CA 94550, Opinions expressed herein are those of the 
author only. House Rule XI, Clause 2(g)*mandated information is appended. 
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I have been privileged to appear on a number of occasions before the Subcommittees 
of the Armed Services Committee of the House of Representatives during the past 
quarter-century, testifying on a variety of national security topics; I last testified 
^ere on the subject of nuclear EMP in July 1997. I have ^so served that Committee 
in a technical advisory capacity, initially under Chairman Les Aspin nearly a 
decade ago, and more recently under the leadership of Chairmen Floyd Spence and 
Duncan Hunter. However, this is my first appearance before the Committee on 
Small Business. 


SOME HISTORICAL PERSPECTIVR More than a third-century ago, due both to 
commentary from our British allies and to some truly striking experimental 
results, military technologists in the United States became generally aware that 
high-altitude nuclear explosions often generated electromagnetic effects of 
completely unprecedented magnitudes, physical and temporal scales - and effects 
on both the physical environment and human handiwork. (It had been appreciated 
in a rather qualitative maimer for some time previously by American workers that 
electromagnetic phenomena of singularly large magnitudes and quite exotic 
natures occurred in the immediate vicinity of nuclear fireballs created near the 
Earth's surface, but these effects were largely ignored against the background of 
the nuclear explosion-unique blast and heat effects.) 

The first American high-altitude nuclear weapomy experiments after the Soviet 
breaking of the nuclear test moratorium of '58-'61 revealed a wealth of 
phenomenology of completely unprecedented - and largely completely unanticipated 
-character. Mo*t1brtunately,theaeteststookplaceoverJohnetonItl€mdinthemidr 
Pacific rather than the Nevada TeetSi^ or "electromagnetic ptilee" would still be 
indelibly imprinted in the minds of the citizenry ftfthe western US, as well as in the 
history books. As it was, significant damage was done to both civilian and military 
electrical systems throughout the Hawaiian Islands, over 800 miles away from 
ground zero. The origin and nature of this damage was successfully obscured at the 
time — aided by its mysterious character and the essentially incredible truth. 

Intensive effects commenced to understand what had happened - and what might 
happen in the event of hostilities involving high-altitude nuclear weaponry usage. 
These efforts were spurred by the knowledge that the Soviets had experimented 
extensively with high-altitude nuclear weaponry, including some uniquely high- 
yield explosions, during their '61-'62 test series, and presumably understood the 
implications of these at least as well as we did. American efforts were complicated 
by the cessation of high-altitude testing associated with implementation of the 
Atmospheric Test Ban Treaty in '63, so that access to experimental truth was greatly 
complicated and, in some crucial respects, entirely precluded. 

At this point, the Soviet Union and the United States conunenced to engage the 
nuclear EMP issue somewhat analogously to two men fencing with very sharp blades 
in utter darkness; both knew that the weaponry which they wielded was extremely 
potent, but neither knew the other's time-varying posture, let alone the precise 
iocatian of either vulnerable spots or especially well-armored ones. This deadly duel 
continued for three decades, through the collapse of the Soviet Union. It continues 


- 2 - 



72 


to^y. It will continue into the foreseeable future. EMP cHppf inf of the American 
military machine and ofth^. mnrfgm Anu^w^nn tutHonrenuu nrealpromecia. 


THE NATURE OF EMP. Electromagnetic pulse is sufficiently alien to ordinary 
human experience that it seems to many to be either magic or illusion. Such 
entirely understandable human reactions have not facilitated the development cr 
implementation of apt responses to the profound threats which it poses, either by 
political or military leaders. Thus, a few operationally*oriented fundamentals 
may be of use: 

EMP is really severe 8i€itic electricity f everywha^ all at once. V^thout needing to 
understand the undeniably esoteric means by which EMP arises in various military 
circumstances, it suffices to recall that it presents itself as something closely a]^ to 
static electricity, extremely intense but exceedingly brief, everywhere within line-of- 
sig^t to a high-aititude nuclear explosion, "all at once." (This "static electricity” 
pulse is carried on radio-frequency electromagnetic waves of uniquely high intensity. 
The bomb's extraordinarily intense prompt radiations essentially transform 
entire atmosphere underneath it into a gigantic radio transmitter-antenna radiating 
at maximum-possible intensity — for a very brief interval. The bcanb’s fireball, 
expanding rapidly in the piesence of the Earth's magnetic field, gives rise to a second 
manifestation of EMP which is of particular significance for long metallic lines, 
such as electrical and telephone systems.) 

Extended metallic structures within line-of-sight of the explosion - telephone and 
electrical lines, radio and TV antennae, fence wires, etc. — then serve to gather up 
the broadcast energy of EMP and deliver it into whatever they connect to, often with 
locally ruinous results which appear retrospectively to be basically similar to those 
resulting from a lightning-strike. However, since the damage occurs thousands of 
times more swiftly than does that of a U^tning-strike, most types of lightning- 
protective devices aw essentially useless. Since it travels at the speed-of-light, EMP 
arrives essentially instantaneously, from the general direction of the explosion. 

can blanket an entire US.'Sizedc4mtinatt from a single source, EMP 
originates primarily in the interaction of gamma-radiation from a nuclear explosion 
with the Earth's atmosphere at altitudes of a few dozen kilometers and propagates 
predominantly toward the Earth's surface. (The low-frequency, long-time 
component of EMP arises from fireball interactions vrith the Earth’s magnetic field, 
as already noted.) Thus, since you can readily see a bomb explosion a few hundred 
kilometers above the c^tral U.S. fium anywhere in the "lower 48", the EMP arising 
fi*om that explosion's interactions with the Earth's atmosphere can also "see" you. 

To be sure, at greater distances, the intensity of the pulse will be smaller, but usually 
not as ix^cated by the familiar inverse-square-of-tibe-distance law. Likewise, its 
severity is generally not well-related to the yield, or total energy production, of the 
bomb. (The initial sharpness of the EMP actually depends rather sensitively on 
esoteric aspects of the bomb's design and operation. Low-yield specially-designed 
bombs may pose as large - or ever larger - EMP threats, at both low high 
electromagnetic frequencies, as do high-yield "ordinary" ones.) 
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BMP doesn't linger. Since it arises from a nuclear explosion's promptly-emitted 
gamma radiation interacting with the Earth's atmosphere, nuclear EMP goes away 
very quickly. It is a phenomenon of compelling interest only for time-scales of the 
order of microseconds — millionths of a second, although its long-time component 
may be present for milliseconds — thousandths of a second. (Within these time- 
frames, however, it can be quite dramatic in its effects.) It has none of the lingering 
characteristics of nuclear radioactivity or fallout. 

EMP isn't sensed by people, and it doesn't doanage the human body. The nervous 
system and associated sensory faculties of people are essentially totally insensitive to 
electromagnetic radiation of the frequency, intensity and the time-duration of EMP. 
We don't sense it in any way. Because it arises and then goes away so exceeihngly 
quickly, electrical currents due to it do not really begin to flow within our bodies, and 
no physiological damage of any kind takes place. EMP really "speaks' only to 
metallic objects, and to things connected to them which are sensitive to high- 
frequency currents. 

EMP is much more threatening to big electrical systems than to small ones. Because 
metallic objects of many different shapes can effectively gather up and then 
concentrate the energy associated with EMP, physically large systems comprised of 
metal - lines, cables, wire and dish antennae - often manifest exceptionally ^at 
vulnerability to EMP damage. Their spatially extended components "harvest" the 
EMP energy broadcast by the bomb-atmosphere interaction, which falls fairly 
uniformly over wide areas, and bring it to wherever the system's Tram may be ^ 

- the often-centrally located components of the extended system which may be quite 
sensitive to electrical overload conditions. Physically small systems usually don't 
get EMP "illumination" so well-collected or -focused within themselves, and thus 
tend to be more durable to its effects. An obvious exception to this smaller-is-^er 
rule-of-thumb are communicationB systems, whose antennae and high-sensitivity 
"front ends" almost unavoidably make them highly vulnerable. 

EMP is much mare 0ireatening to modem electronics than b>okl-faslUoned ones 
Older electrical and electronic systems are generally built out of massive 
components, which are innately much more tolerant of the effects of EMP.^ Vacuum 
tubes, for example, are extremely EMP-rugged, while the ever-tinier transistors 
which have almost totally replaced them in the U.S. military machine - as well as in 
U.S. civilian electrical/electronic systems of all types - are ever-more-vulnerable to 
EMP destruction. (Moore's Law - which states that leading-edge integrated^rcuit 
electronics shrink in area by two-fold every year-and-a-half - assures that this 
vulnerability will become ever more severe, into the foreseeable future.) The Soviet 
technological lag behind the Americans has constituted a substantial - and 
vigorously exploited — advantage in this somewhat perverse respect. 

EMP in speme is different from EMP near the ground, and is typically nastier. IMP 
arising in spacecr^ due to exposure to nuclear hard-x-ray and gamma radiations - 
even from great ^stances - is often extremely tedious to eliminate effectively and 
with adequately great assurance. (It is assuredly possible to accomplish, however, 
even against the most severe threats, although it is often quite costly to do so.) 
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Nuclear EMP thus poses an extremely serious threat to the assured functional 
survivability of space assets, both military and civilian, the more so as the essential 
system-level testing always was expensive and currently is effectively impossible. 

EMPdefetaet are simple, and traditianally have €ulded -10% to military system 
costs. For typical military systems which do not operate in space, the rule-of-thumb 
has been that robust hardening against EMP effects adds 3-10% to the total system 
life-cycle cost - "the cost to the Nation to own" - if such hardening is engineered-in 
from the outset. For systems which are mass-produced, the EMP hardening cost 
may be as tow as 1%, while few-of-a-kind items such as the MILSTAR spacecraft 
may have a fractional cost attributed to wartime survivability of a few tens of percent. 
(To be sure, cost attribution in DoD often is a political art, not an economic science.) 

Such hardening consists primarily of high-integrity albeit thin (e.g., tinfoil-like) 
metallic shielding to keep the EMP radiation out of enclosed volumes containing 
vulnerable systems components and of special electrical devices - e.g., high-tech 
analogs of lightning arresters - for protecting absolutely essential penetrations of 
such seamless metallic enclosures from inadvertently admitting significant 
amounts of EMP energy into the interior "sanctuary." The major fractions of the 
added-cost for EMP hardening have traditionally been spent in engineering design, 
prototyping, performance-testing and life-cycle maintenance of EMP-robustness, not 
in the mass-production of the "sanctuary" itself. Indeed, significant economies 
might be realized in these cost-dominating areas in future efforts by intelligent use of 
more modern technologies, particularly commercial ones which have been very 
effectively employed in the past several years. If, on the other hand, EMP hardening 
is back-fitted to an existing military system, costs have generally been in the 
neighborhood of 10% of to^ system cost-to-the-nation-to-own. 

Quite notably, substantial EMP hardening of a wide variety of COTS - commercial 
off-the-shelf - equipment (e.g., personal computers and communications gear) 
currently being acquired by the Services has been demonstrated to be attainable with 
a few dollars' worth of parts-and-labor. 


SOME FUNDAMENT^ TEC Hmcn.Mn.lTARY niFFERENCPyL There were 
several fundamental differences in the technical and military approaches which 
the Soviet Union and the United States took toward EMP. These differences are 
reflected in the postures of the two nations' military machines today, and likely 
will be enduring ones. 

The Soviets basically decided that EMP represented not only an exceptionally 
severe threat to the integrity of their military apparatus and their civilian 
infirastructure, but also offered extraordinary opportunities to their strategic 
offensive forces. Relatively deficient in supercomputer-based computational 
modeling tools with which to understand the quantitative details of EMP 
generation and interaction with a wide variety of particular structures and 
systems, they took a generic, highly empirical "belt and suspenders" approach to 
protection of both military and civilian systems against EMP, deploying protective 
hardware quite lavishly (as compared to the U.S.) and providing extensive 
counter-EMP training to both civilian and militaty personnel involved in the 
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operation and maintenance of these systems. This preparative excellence 
continues virtually undiminished through the present time. 

Soviet strategic strike forces characteristically have featured weaponry well- 
suited to efficient EMP generation over exceptionally wide areas. That EMP strike 
component exists today in the Russian strategic order^-battle, moreover likely at 
its maximum Cold Wcw strength. I very confidently predict that it will be one of 
the last features of Soviet strategic nuclear weaponry to be retired from the 
Russian strategic force structure. It has long been considered highly likely by 
U.S. strategic war planners that a Soviet first-strike would commence with a 
multi-explosion "laydown" of high-intensity EMP all over the continental U.S., 
significantly before any target on the ground is brought under attack, simply 
because the cost of such an attack-commencement is low and the benefits gained 
are great. Indeed, recollections of strategic war games long past have as a major 
common feature the beginning of the game with a massive Soviet EMP laydown 
all over the U.S., followed immediately by an extended "time-out" while the 
game's referees rip up huge handfuls of U.S. military capability of all types and 
throw it away as likely EMP-ruined. 

We Americans, in contrast, collectively saw EMP as a major nuisance which 
could be rather precisely understood, defended against "well enough" - and 
thereafter largely ignored. The Defense Atomic Support Agency (DASA), 
succeeded by the Defense Nuclear Agency (DNA) and then by the Defense Special 
Weapons Agency (DSWA) and currently buried somewhere in the Defense 'Threat 
Reduction Agency (DTRA), working in exceptionally fruitful long-term 
collaboration with dedicated components of American industry (of which the 
RAND Corporation Physics Department, later re-organized as R&D Associates, 
and the Mission Research Corporation were particularly distinguished leaders), 
developed a really outstanding technical appreciation of EMP, how to model and 
simulate it with high fidelity, and how to effectively defend major military systems 
against it. Indeed, I estimate that half of DASA/DNA/DSWA's third-billion dollar 
('98 $) time-averaged annual budget was expended for purposes of defense against 
EMP and related nuclear effects, over an interval of three decades. 

Programs then came into existence to express and embed this evolving 
imderstanding - excellent albeit imperfect - of EMP in major American strategic 
warfare systems, primarily the offensive ones but also the defensive components. 
However, because neither supercrats nor senior commanders really understood - 
or, in some cases, believed in the existence of - EMP and its effects, these EMP 
hardening programs too often followed uncertain trumpets, and their average 
effectiveness was not exceedingly high. (At that, U.S. strategic military systems 
were much better EMP-protected, on the average, than were our tactical ones.) 

Some CINCs stand out in my memory as exceptionally diligent in their efforts, the 
results of which were especially praiseworthy. (A few senior Navy admirals, 
epjoying unusually great tenure and discretion over the resources of their large 
commands, did very well by the enduring National interest in these respects.) All 
too often, though, protecting against a poorly-understood, deemed-unlikely threat 
of a semi-magical character lost out in the unceasing battles-for-resources, and 
was deferred, largely or completely, to "next year" - a well-known point-in-time 
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which is never quite attained in DoD-Land. In some notable EMP-hardening 
programs, sustained and strenuous efforts were made without securing desired 
results, outcomes which were sometimes obscured to the present day by laek-of- 
candor leveraged with high security classifications. Case histories abound, but 
are not appropriate for open discussion. 

As a result, the present-day U.S. strategic force structure is a veritable "patchwork 
quilt" with respect to its EMP durability. The bottom line is that, in "really bad 
weather", this "guilt" won’t keen "warai" the fundamental National interest. 
ThU situation is undoubtedly known, even in many of its detaUs, to our peHeniial 
near-peer and sub-peer adversaries - and it presumably incentivizes their 
exploitation-directed efforts. At that. America's strategic forces may be 
sabstantially better-postured cwainstEMP attack than are owi dmdo-day, ta cti ca l 
forces. However, I commend to your favorable attention the substantial ongoing 
efforts of the Services to attain improved EMP hardness levels of tactical military 
equipments of many kinds, dubious recent coordination efforts from the Joint Staff 
notwithstanding. 

The EMP robustness of the civilian infrastructure of the United States can be 
summarized far less equivocally; it is entirel y non-existent. Our civilian 
telephony, electricity, broadbtaut communications and electronics plants are all 
naked to our nuclear^armed enemies. They were neither designed, nor 
engineered, nor constructed nor are they operated as to survive nuclear 
explosion effects, even at very great distances - for the 'invisible hand' of the 
marketplace provides no incentives for EMP robustness, nor penalties for failing 
to so prepare. Large electric power and telephony systems are known to fail 
imder the effects of solar storms, which impose far smaller electromagnetic 
stresses than are known to arise from high-altitude nuclear explosions of even 
modest scales. Consequent ly, even a modest. sinele-exolosUm EMP attack on the 
RS mieht urett devastate us as a modem, post-industrial nation. 


PECULIAR ASPECTS OF EMP ATTACl^ Indeed, a nuclear EMP attack on a 
nation is, in the large, the obverse of what the neutron bomb was asserted (utterly 
falsely by anti-deployment-directed Communist propaganda, but nonetheless with 
great political effect) to be in the small: an suxfo-capitalist weapon which killed 
people but didn't destroy the capital plant in which the people were located. EMP 
weaponry (potentially even in single copy), in acute contrast to this now-ancient 
canard, potentially destroys in a highly effective manner the high technology 
electrical f electronic plant of any advanc^ nation - the heartland of modern 
civilization - while not directly harming people at all. 

It is profounfly unsettling that the eleetricaUelectronic infrastructure tfa large 
modmrnnation-whieh may be valued at more than ten thousanddoUars per 
capita, or a few trillions of dollars ftw a nation such as the U.S. -canbeso 
sa-iouMydsr^denedfiyanafarbyasinglenuMearexplosion,ukosemargimd 
cost may be a fmonMion dollars, m- a nullion-feid less. That this can be done 
without harming people - potentially even invisibly, if done in broad daylight - 
gives real pause for thought, in a still-troubled, nuclear-multipolar world. 
Nuclear EMP is the eni intessential asvmmetriealand-unconventumal threaL 
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ASPECTS OF THE INTERNATIONAL STATE-OF-PLAY. Several aspects of the 
current and likely-future geopolitical state-of-play seem impacted by such 
considerations. 

Through the end of the Cold War, we Americans could "attribute" any BMP attack 
on us with exceedingly high confidence to precisely one source: the Soviet Union. 
Moreover, we usually anticipated that such an attack would merely comprise the 
precursor of a "mass raid on North America” and, as such, "will be met with a 
full retaliatory response." Toward the end of the Cold War, American strategic 
war planners worried about more nuanced Soviet attacks, possibly EMP-intensive 
ones involving quite limited damage-on-the-ground, and puzzled as to how to most 
appropriately respond to such damage-intensive but "casualty-poor" attacks. Such 
perplexities seem^ to many observers to be largely obviated by the end of the Cold 
War and the cessation of such "virtual hostilities" with the &viets. 

But were they really? It is vridely-known that we Americans contemplated, briefly 
and in a non-pervasive fashion, a nuclear EMP laydovm on Iraq (a Non- 
Proliferation Treaty signatory legally entitled to immunity from all nuclear 
attacks) as am exceptionally high-effectiveness commencement to Operation 
Desert Storm - and that two-thirds of the American people polled on the subject in 
that season explicitly supported the use of nuclear weaponry to protect the lives of 
American troops. It certainly should not be surprising if other nuclear-capable 
nations were thereby stimulated — if indeed any such external stimulus was 
needed — to contemplate employment of a similar tactic against their various 
politicomilitary adversaries, of which the U.S. may well be one. 

What would the {/.S. response be to a nuclear EMP "bolt from the blue” -or even 
one from a geopoliUcally overcast skyt What if such an attack, e.g., executed with 
a single rather modest Earth-orbiting bomb, arguably could have been mounted 
not only by Russia, but also by China or India or Pakistan or Iran - or North 
Korea? Particularly if none of our fellow citizens died as a direct-and-immediate 
result of such an attack, what degree of certitude of attack attribution would we 
require of ourselves before an American President would order a retaliatory strike 
imposing condign punishment on the suspect nation? Paralyzed as a modem 
nation, thrown back decades in time in industrial capabilities but still retaining a 
reasonably full set of nuclear teeth in our national mouth, just how would we 
Americans then choose whom to bite - if anyone? 

That scenarios of this general flavor are currently considered "within the pale" is 
illustrated by the "Army 2020" war game conducted at Carlisle Barracks two 
years ago. Especially notable for its openness, this exercise postulated a U.S. 
expeditionary force in the Ukraine clashing with an invading Russian force, two 
decades hence. When the Russian force fared poorly in ground combat 
operations, the Russian General Staff used a set of nuclear explosions in space to 
effectively destroy the "high eyes and ears" of the U.S. military — and most 
civilian comsats and Russian space systems, as well — in order to express 
"national resolve." In addition to the far-distant Russian nuclear explosions 
giving American decision-makers real pause for thought, the entirely 
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unexpected, abrupt and total loss of the "high ground" conferred by U.S. space 
assets nearly cost the American expeditionary force its collective skin. Just as 
this game was ending in a Rusaian-American armistice, the Chinese, noting 
America's unprecedented military incapacity, commenced to make their long- 
expected moves in the Far East .... 

At that, wafting out of this imusually thought-provoking exercise was a faint 
aroma of "Blue-preferred Red responses," a well-known key ingredient of 
politicomilitary folly. The Army's game-designers were willing to postulate 
nuclear explosions in space of a flavor which acted over time-scales of hours to days 
to dramatically "burn down" American space assets largely owned-or-operated by 
the Air Force. However, these game-designers didn't care to consider an arguably 
equally plausible Russian nuclear EMP laydown over the Ukrainian territory 
within which the American expeditionary force was operating - which, without 
inflicting casualties directly, may well have devastated the electrical/electronic 
sinews of American tactical military assets - ones incidentally almost entirely 
Vowned-and-operated by the Army in this particular scenario. 

Indeed, EMP laydowns constitute a generically attractive response on the part of 
any regional nuclear power — not just Russia — to virtually any American power- 
projection attempt. They exemplify what is termed a "technologically 
asymmetric response " to the impending Revolution in Military Affairs, one in 
which our adversary acts purposefully to leverage his set-of-strengths and exploit 
our set-of-weaknesses. (Saddam Hussein fought us entirely on our terms in 
Desert Storm; we must assume that we will not be gifted with a similarly inept 
adversary for some long time.) Because a very small number - potentially just 
one -nuclear weapon exploded at high altitude over an American expeditionary 
fbrce attempting forced entry agtdnet a major regUmal power could potentially tip 
tiie balance against our efforts, all such powers who conten^late someday 
possUdyconfimUing us wUl be inceniwi^U>da>ehgi, acquire or retain mielear 
weaponry - quite contrary to the goals of ongoing nuclear nonproliferation efforts 
and to the objectives of the Revolution in Militap Affairs. It might be noted in this 
context that there are over 10,000 ballistic missiles presently owned by over 30 
countries which are potentially capable of lofting a nuclear weapon to_ high 
altitudes over proximate U.S. forces - and that none of the ballistic missile 
defense programs of the currmt Administration aim at military "products” 
which could defend against such "pre-apogee" nuclear EMP attacks thrown by 
ballistic mtssUes against V.S. forces. 

Both as a demonstration-of-military capability and a show-of-national resolve, 
exploding a nuclear weapon continues to have no peer. (The South African 
example naturally comes to mind in the current context, both with respect to its 
motivations and its successful covertness.) If exploded so as to also cripple 
opposing military forces without also inflicting mass casualties, the potential 
attractiveness of such weaponry likely becomes quite compelling. A few nuclear 
weapons and unstoppable delivery systems (e.g., attacking ballistic missiles 
facing only Clintonesque missile defenses) which can throw them into space, one 
at a time, over an invader's forces thus naturally rise to the top of the "wish list" 
of many types of national leader. North Korean options of these types relative to 
American forces dejdoyed in ScmthKmea and Japan came unbidden h> mind. 
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The abUiivofNorthKbreato attach the continental United States in the very near 
term a^h small nuclear iveapons thrmnn wUh advanced variants of the current 
Taeoo Done missiles is in notv well-hnoum to the Washineton national security 
community, thanks in lame part to the efforts of the Rumsfeld Commission 

Thus, fbr several reasons, each one goodrondsufficient, the U.S. would be well- 
advis^ to manifest far more effective concern them prevails at present regarding 
EMP attacks aeainst its national territory and aeainst its forces abroad. 
Conventional approaches to threat assessment -i.e.. those which typically quite 
conservativelv-and-c onventionallv assess both the capa bility and the intent of 
potential adversaries - may result in Pearl Harbor-class catastrophes in the 
context of EMP attacks. 


EMP ISSUES FACING AMERICAN SMALL BUSINESS. Against such current 
and anticipated-futore geopolitical backgrounds, then, what are the major EMP- 
related issue-sets facing the constellation of American small businesses? 

First, when a Government-sponsored enterprise such as the DoD with its huge 
annual budget is still struggling to attain a reasonable level of EMP hardness, 
moreover after literally decades of large-scale effort, how is it at all reasonable to 
expect ^nerica’s small businesses to even begin to cope with such a mysterious 
and seemingly unlikely threat? 

Second, America’s small businesses currently have to economically battle 
competition from all over the world, while operating in an already-very-high-cost 
business environment featuring some of the most extensive regulation found 
anywhere on Earth. How is it even remotely feasible for a typical smalt business 
to take steps toward greater EMP hardness when its foreign competition won't be 
burdened with the costs of any such steps? 

Third, even if an American small business were somehow motivated to seek 
greater EMP hardness for its operations and, as pertinent, for its products, how 
could it possibly do so in a practical manner, since it has no ei^ertise in this 
arcane area and no spare resources to go out and purchase this in a marketplace 
inhabited only by the relatively very well-resourced DoD and its captive supphers? 

At the bottom line, it's difRcult to understand how America's small businesses can 
possibly be expect^ to respond meaningfully to the BMP threat which the United 
States will face into the foreseeable future. They are simply not resourced, 
intellectually, materially or in any other way to cope with this problem. Indeed, one 
might ask why America's businesses should even be expected to respond - after all, 
isn't providing for the common defense one of the primal reasons why Americans 
established a Federal government, and why they fund it every year with their taxes? 
Why should the Government expect America's citizens-small businesspeople to 
shoulder the same burden twice? 
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BMP ISSUES FACING THE CONGRESS. With all due respect, the only 
fundamental issue facing the Congress in this area is determining the degree of its 
own concern regarding the EMP threat to the at-risk portions of the Nation's 
infrastructure. 

Once the degree of this concern is determined, the Congress is then in a position 
to determine what's appropriate to do in the way of leading, guiding, intellectually 
capitalizing and materially incentivizing America's small businesses to defend 
capably their respective portions of the privately-owned part of the American 
infrastructure from EMP threats. 

It’s of fundamental importance for all such Congressional consideration to 
realize that the waya-and-means for defending against EMP threats are far more 
readily available, less expensive and more effective today than they mere even a 
decade ago. This nearly-qualitative change in EMP-defensive capabilities has 
arisen as a direct consequence of the proliferation of very high-performance 
electronics throughout American civilization, i.e., personal computers and 
telecommunications devices. An unavoidable consequence of the ever-higher 
performance of these devices is that they continuously generate very low-level 
EMP-like signals; also, due to their very small size, they are exceptionally 
sensitive to interference in their operations from EMP-like signals. 

These considerations have motivated manufacturers of these systems to provide 
passive defensive means against interference with their normal operation by EMP- 
like signals coming from outside of them; also, the manufacturers, on their own 
and due to Government regulations, have constructed these systems so that they 
emit very little of the EMP-like signals which they generate in normal operation. 
Together, these passive defenses not only make a substantial fraction - indeed, the 
most modem fraction - of the American infrastructure more robust against EMP 
threats, but they also provide the ways-and-means, both technological and 
intellectual, for extenthng this relative robustness into many other EMP- 
vulnerable portions of our Nation’s electrical and electronic infrastructure. 

These defenses have two basic forms. The first consists of enclosing electron!^ in 
high-performance metallic shells, since even quite thin layers of metal essentially 
completely stop both the most threatening aspects of EMP and the low-level 
electromagnetic interference resulting from high-performance equipment 
operation. The second defensive step consists of simple, very low-cost means for 
suppressing electrical surges on consumer-level electrical power and signal 
lines, so that feeding electrical power to equipment or connecting telephone or 
cable signals into it don’t also provide pathways for ruinous EMP to damage or 
destroy its circuitry. 

The fundamental reason that significant portions of the American infrastructure 
are much more robust today than a decade ago against EMP threats is simply due 
to the now-pervasive use of these two technology-sets in the modem portions of the 
computing and telecommunications plants of the United States. This constitutes 
an applicable track and an excellent example for enhancing the robustness of 
much of the currently vmprotected infrastructure of our country. 
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iaBXX)]VI]MEI^A110NS FOR CONGRESSIONAL CONSIDERATO Ifthe 

Congress chooses to initiate an EMP defensive program for the non-Govenunental 
portions of the American infrastructure, particularly those involving small 
businesses, I respectfully recommend that any such initiative should include the 
following features: 

Mandated Public Information Program. A reasonably informed American 
public is the surest and likely-most-effective single means of defense agsanst the 
EMP threat. A statutory mandate to, for instance, the Small Business 
Administration and/or the Federal Emergency Management Administration to 
comprehensively inform - in clear and readily-comprehended language 
-America’s small businesspeople about EMP protection, its significance in 
National emergencies and its many tan^ble peacetime benefits, is surely long 
overdue. If effectively done, such Government-to-citizenry communication would 
lay a broad and sound foundation for all subsequent corrective actions. It certainly 
would provide the motivation for a follow-on Government program to incentivize anc 
guide EMP-defensive actions. 

Design-lb-Cost Focus and Govemment^SpcmsoredPrototyi^iig. All 
successful businesses are bottom-line-oriented, and no Government program 
which aims to enlist the participation of American businesspeople in the late 1990s 
can hope for success if it's not got effective-and-visible caps on the costs which will 
be involved - even if the Government underwrites much of the expense of 
implementing EMP defenses of the American infrastructure. Typical 
"government gold-plating" must be eschewed in creating "good enough" 
solutions to EMP toeat-issues of very high cost-effidency and general 
applicability. I suggest that it's the Government’s responsibility to set standards, 
to resource entirely the development of prototypes which comply with these 
standards, to test and certify these prototypes in a representively wide variety of 
civilian equipments and drcumstances, and to underwrite commencement of a 
mass-production program which maintains certifiable quality. 

Only after all this is accomplished at Government risk-and-expense should 
American small businesses be asked to shoulder any significant portion of the 
cost-at-the-margin of "providing for the common defense" against the EMP 
threat. [After all, businesses already pay for the Government to "provide for the 
common defense" via their taxes; if the Government were truly efficient-and- 
reliable in discharging this arguably-most-fundamental of its responsibilities, 
there would be essentially no need for Joe Businessman to pay a second time for 
EMP defenses.] 

Tax Incentives For Widespreadl Adoption. In the "real world " in whidi 
American business operates, incentives matter, and incentives-at-the-margin 
matter most of all. Any Government program aimed at defending the American 
infrastructure from the EMP threat should be based squarely on minimizing the 
cost-at-the-margin for businesspeople who must decide to whether, when and how 
much EMP defense to erect in their portions of the infrastructure, whether it be 
their plants, their stores or their product-lines. One of the most efficient means 
for doing this is to provide for tax rebates for a large portion of the total cost of 
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purchasing and installing EMP-protective gear. I suggest that equal burden- 
sharing between Government and business is roughly equitable in most cases, for 
the Government's responsibility is defense against the common enemy while the 
businessperson's interest is high-reliability perforraance-in-peacetime, in spite of 
electromagnetic interference (EMI), power-line surges, lightning-strike effects, 
etc. Well-designed EMP-protective gear will provide both peacetime and National 
emergency benefits of substantial magnitudes. 

Credible Performance Certifications. Several large-and-venerable 
investment houses have sustained titanic losses in the past few years by allowing 
their high-rolling traders to run their own back-offices, with the result that losses 
were effectively concealed until they ran into ten figures. Government programs 
that are allowed to monitor, review and appraise their own performance often run 
into similar difficulties - with the notable difference that these failures are 
typically entombed discreetly in classified document repositories. Certification of 
EMP hardness of National infrastructure-protective equipment and systems in 
transparently-operated UL-type test facilities is a sine qua non for programmatic 
integrity. 

Independent Periodic Assessments. For nearly three thousand years, the 
applicable maxim of Western jurisprudence has been "No man is an apt judge of 
his own cause." Particularly in its oversight of any Congressional initiative - one 
in which Executive co-ownership might be somewhat lacking — the Congress 
would be well-advised to commission independent reviews and assessments of 
programmatic progress made and problems encountered. No honest program 
will object to a single swiftly-executed annual review by competent-and-objective 
folks who can be "brought up to speed" without undue effort or delay. For the 
present purposes, a National Academy of Engineering review group within which 
pertinent DoD expertise was well-represented might be most appropriate. 

Mandated Government Contractor Compliance. One of the most frequently 
exercised Government tools for introducing change into the civilian 
infrastnicture is to require that Federal contractors of one or another types "shall 
comply" with Government-specified standards. While I personally find most 
such requirements to be excessively burdensome and borderline-tyrannical as 
well as often outright silly, assuring National survival against EMP threats while 
securing robustness against peacetime electromagnetic mishaps is clearly a 
"good cause" - and so are they all, all good causes justifying coercion by an 
enlightened Government! 

Executive Managerial Accotintability and Stability. Most Government 
programs perform as abysmally as they do, relative to the closely comparable people- 
sets working in American industry, primarily because managerial stability is 
distinguished by its absence and managerial accountability is correspondingly non- 
existent. "State property is nobody's property" as the old Soviet saying went, and the 
U.S. Government's interest in programmatic success of its endeavors is almost 
invariably "co-owned" by precisely no one, civilian or military. Even a superficial 
comparison of Soviet and American experience over the past few decades indicates 
clearly that, without some type of proprietorship, no "property" vrill be decendy 
looked after, and the long-term consequences of the resulting neglect likely will be 
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teliing ones. The Congress would be well-advised to act accordingly with respect to 
creation of infrastructure EMP defenses: the program's senior managers should be 
'lashed to the mast" until the programmatic ship weathers the inevitable storms 
and is safely in the specified port. This is remarkably difficult to accomplish, as a 
wealth of regrettably pertinent DoD experience shows, but it's extremely important. 

Competrat, Empowered, Dedicated, Siogle-Puipose Congressicmal Staff 

Nothing more clearly-and-convincingly indicates Congressional seriousness 
regarding any issue as the commitment to its oversight of highly capable 
Congressional staff. Staff of this rare-but-crucial flavor is d^icated to following 
Executive performance on statutory specifications, undistracted by other unrelated 
responsibiUties, and manifestly has the confidence of cogiuzant senior Members. 

If the Congress should become really serious about protection of the National 
infrastructure from the enduring EMP threat, it will so commit such staff. 

Conttnaiiig Congressional Engagement. Accompanying all of the above is 
a need for continuing Congressional engagement with the Executive's best 
thinking and analysis, of fire general character which is traditionally associated 
with Congressional oversight proceedings which review mandated annual 
reporting and ad hoc certifications. Indeed, and again with all due respect, the 
Congressional follow-up with respect to the existing statutory demand on the 
SecDef and the DCI for an EMP posture statement will be quite prognostic. 

Congressional oversight with which I'm familiar in the overall National security 
area has been highly commendable in its peak intensity, its intellectual acumen 
and its cogency but, again with all due respect, has been less-than-perfect in its 
regularity and follow-through. Constancy and perseverance will be crucial in 
seeing Congressional mandates faithfully and efficieraly translated into Executive 
Branch programs and National infrastructure BMP defenses-in-belng, as 
cognizant Government offidals-and-officers come and go with remarkably high 
frequency. As just noted, commitment of highly capable, single-task Congressional 
staff members to such functions would have boA symbolic and practical 
significance. 


CONCLUSIONS. Electromagnetic pulse (EMP) is a "weapon of mass hardware 
destruction", even one instance of wfiich could not only cripple much of the U.S. 
military machine but which also can lay waste to most of modern American 
civilization - without directly harming a single American. Technical means of 
defense against EMP exist which are of unquestioned technical feasibility and 
effectiveness; such means already passively defend much of the most modem 
portions of America's electronics infrastmeture. 

Vfhether such passtueESfP defenses are extended to ttte rest of the eiectrical and 
eleetronics mfrastructureefthe United States is for tiu Congress to determine. 
Uiismat^isripe fir dectsUm now. 


1 thank the Committee once again for this opportunity to appear and comment on 
these matters of enduring significance for our Nation's common defense. 
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1 understand the interest this Committee would have in an Intelligence Community 
perspective of the EMP issues outlined in Congressman Bartlett’s 13 May 1999 letter to 
me. Although the questions outlined in his letter focus more on other invitees, I can say a 
few things in an open forum about proliferation, the emerging missile threats around the 
world, and the nuclear threat that will likely face the United States in the future. 

However, I am limited about what I can say regarding various countries’ nuclear weapons 
and missile programs and their concepts for using them in the future. Obviously, you 
would want us to be able to continue to gain intelligence insight into foreign 
developments and intentions, so I cannot divulge too much lest countries increase their 
denial measures. 

The United States has faced a significant nuclear threat for several decades from the 
former Soviet Union and China. We continue to face that threat today, albeit with 
considerably reduced tension than during the Cold war. Generally, the nuclear threat has 
been viewed from the perspective of direct strikes, but the potential for electromagnetic 
pulse (EMP) effects has been part of it as well. I will leave to others more expert than 
myself to describe EMP and the potential damage its effects could have on US military 
and civilian equipment. Instead, I will focus my statement on the proliferation of nuclear 
and missile capabilities and some developments that could affect the EMP threat. 

The proliferation of weapons of mass destruction and the missiles that can deliver them 
has continued to evolve. Wc saw nuclear testing in India and Pakistan last year, 
indicating both are positioned to build nuclear arsenals; Iran seems to be pushing its 
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nuclear weapons program forward; and we are concerned thal North Korea has a 
continuing program. Moreover, societal and economic stress in Russia seems likely to 
grow, raising more concerns about the security of nuclear weapons and fissile material. 

The capabilities of the missiles in the countries seeking to acquire them are growing, a 
fact underscored by North Korea’s launch of the Taepo Dong- 1 space launch vehicle last 
August. The number of missiles in these countries is also increasing. Medium- and 
short-range ballistic missile systems already pose a significant threat to US interests, 
military forces, and allies, particularly if armed with weapons of mass destruction. We 
have seen increased trade and cooperation among countries that traditionally have been 
recipients of missile technologies from others. Finally, some countries continue to move 
toward longcr-range systems, including intercontinental ballistic missiles (ICBMs). 

We expect the threat to the United States and its interests to increase over the next 15 
years. However, projecting political and economic developments that could alter the 
nature of the missile threat many years into the future is virtually impossible. The threat 
facing the United States in the year 2015 will depend on our changing relations with 
foreign countries, the political situation within those countries, economic factors, and 
numerous other factors that we cannot predict that far into the future with confidence. A 
glance fifteen years into the past is illustrative: 

• Fifteen years ago the United States and the Soviet Union were superpower adversaries 
in the midst of the Cold War, with military forces facing off in central Europe and 
competing for global power. Today, by contrast, the ideological differences that 
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separated us have been replaced by differences expected between modem nation 
states. 

• Iraq is another example; 15 yeais ago it shared common interests with the United 
States while it was at war with Iran. Since Iraq’s invasion of Kuwait in 1990, 
Washington and Baghdad have been in numerous military and diplomatic conflicts. 

• As a final example, we do not know whether some of the countries of concern in 15 
years will continue to exist in their current states or as suppliers of missiles and 
technology. 

Recognizing these uncertainties, the Intelligence Community projects foreign ballistic 
missile capabilities into the future largely based on technical capabilities and with a 
general premise that relations with the United States will not change significantly enough 
to alter the intentions of those states pursuing ballistic missile capabilities. By 
Congressional direction, we make annual assessments of the threat and will be able to 
take account of any contemporary information that alters our projections. 

The new missile threats confronting the United States are far different from the Cold War 
threat during the last three decades. During that period, the ballistic missile threat to the 
United States involved relatively accurate, survivable, and reliable missiles deployed in 
large numbers. Soviet-and to a much lesser extent Chinese— strategic forces threatened, 
as they still do, the potential for catastrophic, nation-killing damage. By contrast, the new 
missile threats involve states with considerably fewer missiles with less accuracy, yield. 
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survivability, reliability, and range-payload capability than the hostile strategic forces we 
have faced for 30 years. Even so, the new systems are threatening, but in different ways. 

First, although the majority of systems being developed and produced today are shon- or 
medium-range ballistic missiles. North Korea's three-stage Taepo Dong-1 space launch 
vehicle (SLV) demonstrated Pyongyang’s potential to cross the 5,500-.<m ICBM 
threshold if they develop a survivable weapon for the system. Other potentially hostile 
nations could cross that threshold during the next fifteen years. While it remains 
extremely unlikely that any potential adversary could inflict damage to the United States 
or its forces comparable to the damage that Russian or Chinese forces could inflict, 
emerging systems could potentially kill many American.s, depending on the type of 
warhead, the accuracy, and the intended target. 

Second, many of the countries that are developing longcr-rangc missiles probably assess 
that the threat of their use w'ould complicate American decision-making during crises. 
Over the last decade, the world has observed that missiles less capable than the ICBMs 
the United States and others have deployed can affect another nation’s decision-making 
process. Although our potential adversaries recognize American military superiority, they 
probably a 5 .sess that their growing missile capabilities would enable them to increase the 
cost of a US victory and potentially deter Washington from pursuing certain objectives. 

Third, the probability that a missile armed with a weapon of mass destruction (WMD) 
will be used against US forces or interests is highertoday than during most of the Cold 
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War. Ballistic missiles, for example, have already been used against US forces during the 
Gulf war. More nations now have longcr-rangc missiles and WMD warheads. We have 
seen missiles used in several conflicts over the past two decades, although not with WMD 
warheads; nevertheless, some of the regimes controlling these missiles have exhibited a 
willingness to use WMD. 

Thus, acquiring long-range ballistic missiles armed with WMD will enable weaker 
countries to do three things that they might not otherwise be able to do: deter, constrain, 
and harm the United States. To achieve these objectives, these WMD-armed weapons 
need not be deployed in large numbers; with even a few such weapons, these countries 
would judge that they had the capability to threaten at least politically significant damage 
to the United States orits allies. They need not be highly accurate; the ability to target a 
large urban area is sufficient. They need not be highly reliable; their strategic value is 
derived primarily from the threat (implicit or explicit) of their use, not the near certain 
outcome of such use. In many ways, such weapons arc not envisioned at the outset as 
operational weapons of war, but primarily as strategic weapons of deterrence and coercive 
diplomacy. 

The progress of countries in Asia and the Middle East toward acquiring longer-range 
ballistic missiles has been dramatically demonstrated the past 12 months; 

• Most notably. North Korea’s three-stage Taepo Dong-1 space launch vehicle has 
inherent, albeit limited capabilities to deliver small payloads to ICBM ranges. 
Although the Taepo Dong-1 satellite attempt last August failed. North Korea 
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demonstrated several of the key technologies required for an ICBM. However, as a 
space launch vehicle it did not demonstrate a payload capable of surviving 
atmospheric reentry at ICBM ranges. We assess that North Korea would be unlikely 
to pursue weaponizing a three-stage Taepo Dong-1 as an ICBM, preferring instead to 
pursue the much more capable Taepo Dong-2, which we expect will be flight tested in 
the near term. 

• Pakistan has flight-tested its 1,300 km range Ghauri missile, which it made with 
North Korean assistance. 

• Iran has flight-tested its 1,300 km range Shahab-3 — an improved version of North 
Korea’s No Dong, which Iran htus produced with foreign assistance. 

• India has flight-tested its Agni 11 MRBM, which will have a range of about 2,000 km. 

Thus, the threat to US interests overseas from medium-range ballistic missiles is 
immediate, serious, and growing. These missiles could use conventional, and in some 
cases, WMD warheads. Moreover, in a regional conflict, some of these systems could 
loft a nuclear weapon (if the country had one) over nearby adversarial territory and 
attempt to create an BMP effect. However, the effects of EMP are not merely based on 
the height of burst of a nuclear device; the yield and type of nuclear device significantly 
affect the degree of potential damage the EMP generated would create. 

In an unclassified forum, I cannot go into the details of individual countries’ nuclear 
weapon development efforts. However, as we continue to analyze those efforts, we will 
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be able to work with our DoD colleagues to model the potential effects of the types of 
nucleiir weapons North Korea and others would be capable of producing in the years to 
come. DoD would also be able to examine whether the EMP produced by those weapons 
would be able to damage US military or civilian equipment. 

Also, as additional countries develop ICBMs, the potential to threaten the United States 
will increase. Thus, the United States has faced a nuclear threat for decades; an inherent 
component of that threat has been the potential effects of EMP. We project that the 
nuclear threat will continue into the future, along with the concomitant potential for EMP 
effects. Nevertheless, from an EMP perspective, the launching country—Russia or 
someone elsc-would undoubtedly calculate that the target country, after detecting an 
incoming missile strike, would not debate whether direct destruction or EMP was the 
intent; the target country would view a nuclear strike as a nuclear strike. Thus, the 
launching country would assess that any strike — EMP or not — would risk severe 


retaliation. 
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Mr, Chuirinan anti Members ol'lhc Committee. 

I am grateful for the opponunity to atidiess the Cmmmiltee on an i.ssuc of some 
importance to the Department of Defense - Electromagnetic Pulse (EMP,). 1 will di.scuss 
the threat environment and the grow ing dependence on commercial off the shelf (COTS) 
equipment in our military systems. 

The detonation of a nuclear weapon between 50 and several hundreds of 
kilometers above the eanh’s surface will produce an electromagnetic pulse that can 
under certain conditions, damage electronic equipment operating within its footprint. 
Although the EMP phenomenon has been studied for many years, its interaction with 
unprotected electronic equipment, and therefore the effects EMP will cau.se, is at best 
uncertain. While we know EMP may couple signals into electronic equipment well 
beyond those it was designed to safely handle, we do not know what margins or 
tolerances have been built into the equipment, the extent to which temporary or 
permanent disruption to the equipment’s normal operation will be experienced, or how 
wide spread the damage or disruption will be. 

While EMP is a threat, it is not considered a highly probable threat in today’ 
world. The President s Commission on Critical Infrastructure Protection, led by retired 
General Tom Marsh assessed threats and vulnerabilities of the national infrastructure 
including telecommunications, electrical grids, oil and gas systems, banking and finance, 
emergency services, and continuity of government. The report states that an E.MP event 
would potentially devastate portions of the national infrastructure, but it is one of the 
least likely threats and , therefore not a serious danger. The report also reviewed the 
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inhereni threat posed by radio frequency (RF) weapons, but consider this threat to be very 
localized. In effect, the report concluded that our adversaric.s could find easier ways to 
do more damage then by the use of E.VIP or RF vvcaiHins and that becau.se of this, the 
potential for such an event was unlikely, 

I would like lo quickly review some key factors in EMP technology effons and 
then di.scuss several ongoing Department of Defense programs designed to address the 
EMP problem, 

I ) EMP testing of consumer electronics indicates that most systems require high 
EMP levels for damage, but may be upset (but not destroyed) at lower levels. 
Testing of COTS equipment has allowed us to make some observations 
regarding their vulnerability to a range of EMP environments. In general, it is 
possible that some equipment upset can occur when the EMP environmental 
field strengths are between 3-8 kilovolts per meter (kV/m). When the field 
strengths reach above SkV/m the risk that some equipment will be upset 
becomes more probable. In the range of 7-20kVfm there is a possibility that 
some equipment will be permanently damaged, and above 2(McV/m damage is 
probable. These results have been reconfirmed in recent 1998 testing of 
COTS computer equipment. I recommend to you the Los Alamos National 
Laboratory report by Dr. Michael Bernardin that further describes the impact 
of E.MP on COTS equipment as well as providing an as,se.ssmenl of the field 
strengths that can be produced by nuclear weapons. 
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2) Changes in commercial technology contribute to the hardening of the 

infrastructure. The two most significant developments are the widespread use 
of oplkal libers and the general electromagnetic .shielding of commercial 
electronics against spurious signals. The evolution of telecommunications 
cabling from copper wire to silicone and plastic fibers not only provides us the 
added speed and capacity modem communications demands, but these 'light 
pipes' arc inherently immune to interference from electromagnetic pulse. 
L'niike copper cables. long fiber cable runs do not act like antenna lo collect 
electromagnetic field strength and route EMP to .sensitive devices. As our 
elcctamic environment becomes more complicated, equipment manufacturers 
have been forced to take defensive actions to protect equipment operation and 
consequently much of our electrooic equipment is being manufactured today 
to tighter tolerances, which permit operations in electronically noise 
environments. Particularly for industrial quality and medical and laboratory 
equipment, off-the-shelf electronic equipment can be purchased and installed 
to meet the toughest electromagnetic environments that can be found in 
medical imaging, radiology, and high frequency welding environments. In 
fact, the move towards the digital environment has demanded a cenatn level 
of shielding to prevent interference to vulnerable transmission line.s. 

) You likely have a form of EMP protection in your home, if you have a home 
computer or a major inve.stmcnt in home electronics entertainment systems. 
You likely have purchased a surge suppressor to protect this expensive and 
somewhat delicate investment from unintended spikes on the electrical poivcr 
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grid. While in the normal case these transients are caused by natural 
plienomcna such as lightning strikes or other factors such as power switching 
or transient loads, thc.se devices will "filter out" the transients induced by 
E.VIP up to their staled ratings and built-in engineering margins. In many 
cases, these surge suppressors will also provide protection for equipment 
attached to telephone lines such as wireless telephone instruments, facsimile 
machines, and data communications devices, By blocking the out-of-the- 
ordinary signal levels, these surge suppressors provide some measure of 
protection from EMP-like events. 

4) We know how to protect against EMP and radiation threats. Such protection 
is affordable, if provided for at an early .stage in system design and 
development. For tactical sysicnts and an anticipated threat environment at 
the low-io-moderate end of the threat spectrum, the cost can be as little as one 
percent of the total development investment and for .strategic systems, where 
the worse possible threat environment must be protected agaimst, five percent 
is rea.sonablc. The typical engineering approach is to provide necessary 
tillering of the expected EMP energy frequency on wirelines that are 
connected to the device and to shield seasitivc components from the direct 
effects of EMP energy. 

.Si State of the art commercial semiconductor proees.scs are designed primarily 
for performance factors other than EMP. Many of today's semiconductor 
technologies are highly vulnerable to relatively low levels of electromagnetic 
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field strength. Protection of the.se devices requires design.s and packaging 
techniques to prevent effects of EMP. 

6) The infrastnicturc is rapidly evolving into a eomple.s system of networks. At 
present, there i.s iimited understanding ofihe implication of EMP vulncrahility 
on these complex systems. We know for example that a large system of 
syslein.s will only be as resilient as it.s weakest link. On the other hand, we 
know that large networks frequently have multiple, redundant paths and 
failure of an individual component may have little or no effect on the overall 
performance of the network. 

7) To capitalize on leading edge technologies, military systems are increasingly 
using COTS equipment that has not been specifically designed to mitigate the 
effects of an EMP environment. Our goal is to transition from a 25 % COTS / 
75% MILSPEC equipment ratio in military systems to 75% COTS / 25% 
MIL.SPEC. This has several ramifications. There will be fewer DoD 
investments in built-to-specifieation military systems to meet unique DoD 
requirements. At the same time, with our growing dependence on 
coromcrcial-of-thc-shelf technologies, our concerns for robustness in an 
electronically noisy environment must be addressed in the equipment we 
purchase and these improvements will be available to other hardware 
purchasers. 

8) The ban on underground nuclear testing requires the development of new 
de,signs, le.st protocols and procedures that easurc system survivability. 
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9) Life cycle maintenance of EMP protection must be addressed so the highest 
levels of protection can be assured. This means that mtxlifications, 
inspections, repair actions, and operations must take into account the EMP 
integrity of the individual equipment and the networks they serve. A system 
that is engineered, installed and initially tested to guarantee its EMP hardness 
must be periodically retested and continuously “survcillcd” to ensure that day 
to day operations and maintenance have not left it vulnerable to electronic 
attack. This E.MP hardness surveillance and hardness maintenance process 
must be built into the system. This additional operations and maintenance 
burden must be addressed whenever a decision is made to protect against 
EMP vulnerabilities. 

At this time I would like to di.scuss three ongoing efforts to address this threat that 
are underway as part of the DoD's Reliance program. The Science and Technology 
(S&T) directorate of the Office of the Under Secretary of Defense for Acquisition and 
Technology (OUSD(A&T)) established the Reliance program as a mechanism for 
coordinating and integrating DoD-wide S&T programs, reducing redundant capabilities, 
and eliminating unwarranted duplication. Although Nuclear Technology investments are 
addressed in the Defense S&T Reliance processes, the nuclear technology programs are 
unique in the level of integration built into the program. Since the establishment of the 
Armed Forces Special Weapons Project -- the first defense agency -- more than a half- 
century ago, joint technical programs have been emphasized within DoD Nuclear 
Technology activities. Currently all DoD Nuclear Technology S&T programs are 
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accomplished under a single DoD component, the Defense Threat Reduction Agency 
(DTR/\). which began operations on October 1. 1998. DTRA's establishment was one of 
the primary actions directed by the Defense Reform Initiative in November 1997. 

Goals of the Reliance survivability assessinent efforts are to perform operability, 
survivability, vulnerability, and connectivity as.scssment.s for current and proposed 
systems in combined nuclear effects environments. The identification and capture of 
relevant system data is the starting point for these assessments. This baseline program 
applies DTRA c.xpcrlisc in support of warfighting Commanders in Chiefs and service 
needs for affordable and responsive solutions to meet survivability requirements. This 
program responds to requirements identified by the Joint Chiefs of Staff, combatant 
Commanders in Chiefs, services, and other DoD organizations. These are efforts to 
conduct timely, accurate, and relevant assessments of components, systems, networks, 
and systems of systems. Funding for these particular efforts are roughly $25 million a 
year with DTRA as the lead agency. 

The first effort I would like to describe is the Defense Technology Objective for 
Balanced Electromagnetic Hardening Technology. Its goal is to develop and demonstrate 
innovative and affordable technologies and methodologies for integrated hardening and 
testing of military systems against high-power microwave (HPM) and high-altitude 
electromagnetic pulse (HEMP) effects. Specific technology objectives include 
developing a personal computer (PC)-based EMP environment and coupling software 
model; a PC-ba.sed electromagnetic (EM) protection tool; a generic and simple-to-install 
hardware "kit " for hardening COTS computers; a radio frequency (RF) attack detector 
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(Wicncss Chip); and complete development of a unified EMP/HPM protection and test 
methodology. 

!i is anticipated that integrated hardening against multiple battlefield threat 
environments (i.e.. HPM and HEMP) will reduce hardening cost, size and weight, reduce 
pKX:urcmcnt eosis (design and lest time), and provide residual protection against other 
F.M threats (e.g.. indirect lightning). Hardening cost reductions of up to 30% can be 
achieved if composite shielding materials become realizable. Cost savings of 20-25% 
over the life of a system are also expected with the improved testing and 
maintcnance/surveillance methodologies developed under this program. In Fiscal Year 
(FY) 1998. a prototype hardened alternating current (AC) power cord was designed to 
enhance COTS equipment survivability and reduce life-cycle costs up to 20%. A second 
effort was initiated to develop field-expedient methods for characterizing COTS 
immunity to BMP and HPM environments. 

The second effort is the Electronic System Radiation Hardening Defense 
Technical Objective. Its goal is to develop enabling technology to support the fabrication' 
of radiation-hardened electronics and photonics and develop test/design protocols to 
validate system .survivability using aboveground tests. The payoffs from this program 
include hardened electronics and cost effective protocols to support system hardening and 
survivability verification. During 1998. this program demonstrated radiation hardened 
0,5 micron silicon-on-insuiator microelectronics for a 4X reduction of weight and power. 

The third effort I would like to de.scnbe consists of a specific Army Small 
Busine.ss Innovative Research (SBIR) solicitation for EMP protection. Since this effort is 
currently soliciting proposals I can only refer to the official announcement currently 
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advertised in ite Commerce Business Daily (CBD). The effort has the title “Mitigation 
of Magneiohydrodynamic [MHD] Electromagnetic Pulse Effects on Long Lines for 
Missile Defense xSysiem and Infrastructure Protection." The objeclive of the SBIR 
program is to identify, develop, and demonstrate low-cost techniques to protect military 
and critical infrastructure systems with long power and communication lines from the 
effects of MHD-EMP. We hope the results of this and similar efforts will assist in our 
understanding of how best to address the potential EMP threat to our military capability 
and our national infrastructure. 

In summary, EMP i.s a wide area event that can be caused by high altitude 
detonation of nuclear weapons. The energy they impart on transmission lines and 
electronic equipment is similar to certain natural phenomena. We know EMP could 
intlicl damage on the national infrastructure and have tailored several government 
programs to address the hardening of commercial equipment against a broad spectrum of 
potential electromagnetic and RF threats. Wc have taken measures to ensure the criticai 
command and control structures the nation dq)ends on to respond militarily to such an 
event are resilient to these throats. TTiere i.s concern that a combination of commercial 
power grids, telecommunications networks and computing sy.stems remains vulnerable to 
widcspreiKl outages and up.sets due to EMP. Detailed analyses of critical civil systems 
would be useful to belter understand the magnitude of the problem. 

■Mr. Chairman and Members of the Committee, on behalf of Office of the 
Secretary of Defen.se, I appreciate this opportunity to present these insights on these EMP 
related programs and look forward to your questions. 
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Vulnerability Assessment | 
of RF Program I 


BACKGROUND 

• The Congress Has Become 
Increasingly Concerned About These 
Asymmetric Threats to Our Military 
Systems and Supporting Infrastructures 
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I Vulnerability Assessment 
i of RF Program 


OBJECTIVE 

• “To Expand Threat Vulnerability 
Testing and Evaluation to Include the 
Threat of RF Weapons” 


—National Defense 
Authorization Act for 
FY 1999 
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BAA - Vulnerability 
Assessment of RF 


• The Goals of the Program Are: 

- To Continue the Test Program 
which Was Initiated Previously 

- To Acquire New Test Data on 
Modern and Future Military 
Systems, Support Infrastructure, 
and Systems under Development 
Using COTS Technology in 
Regards to Their Vulnerability, 
Susceptibility, and Survivability to 
Degradation, Disruption, Upset, 
and Damage from RF Devices 




105 

BAA - Vulnerability 
Assessment of RF 


• The Offeror May Purchase or 
Fabricate the RF Devices 

• Conduct the Testing and Evaluation 
of the RF Devices 


• Both Endeavors 
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BAA - Vulnerability 
Assessment of RF 


• The Design of the RF Devices Should 
Be Based upon the Representative 
Threat(s) 

• Be Characteristic of what a Rogue 
Nation or Terrorist Could Build 

• Be Fabricated Using “Open Source” 
Information and Commonly Available 
Hardware Components 
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BAA - Vulnerability 
Assessment of RF 


• The RF Devices Should Be Capable of 
Providing Wide Band and Ultra Wide 
Band Transient Signals 

• RF Devices Capable of Providing 
Narrow Band High Power Microwave 
or Nuclear Electromagnetic Single 
Pulses Are Not Desired 
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! Please Contact Us. 

[We Want To Work With You 


James F. O’Bryon 

Director, Live Fire Testing & 

Deputy Director, Operational Test and 
Evaluation 

Office of the Secretary of Defense 
(703) 614-5408 (V) 

(703) 697-1404 (F) 

jobryon@dote.osd.iviil 
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a.-id a rough ordei of Mgnituda-cf-cosc tc- obtain a preliminary 
laaicaric.i =: pocential CS0/crtS.''LF7tE interest, vn-.fte papers 
rtha:; be submitted -..“i an original and four copies to Kr. Richard 
". rarter. Iperacicnal Teet and Evaluatlo.-, Office of the Secretary 
if defense, .^ocit IC7JC. :7tC Defense Fentagcn. Washingtcn. 

Z Z. iC3Cl l"rD. effarozs who su'onit white papers that are 
?f i.nterest tc C3D/ CTSE/LFTfcE and found to be consistent with 
the -f tnls bread agency announceirent will be invited 

to .•••utaii tu.l. la-decth proposaltsi. Such invitation does 
net howiever assure chat the offeror will be awarded a subsequent 
vr.tract A white paper is not a requirement for supftissicn 
..r »eiccticn ot a proposal. Regardless of the reccTrucendati-on. 
me <i«ctsion to submit or not s-obmlt a proposal is the responsibility 
-t 'he ctferor. Tno technical portion of the proposal ahou.d 
he L;r:ted to 30 pages 9.5* X 11* paper, double spaced, in 
no -ess than ll-poir.t size, and any fohtJ. "ot including cover 
sago, appi^r.dl ces. and turricu.um vitae . Foldouts will be counted 
a'oir.gie page. The contents of t.hc appendices shall be iimiteo 
CO i.gutes that directly support ii.Hr.s discussed in the text 
;r :he prooosai. The technical portion should include: a cover 
pag^ nciuding proposal t.tle. submitting organlzaticn. off lea 
codo and aaoreas. principsi. investigator's naae. rr-ailirig address. 

tphs-e niaber. electronic Trail address, and facsimile rrachine 
r.uikaer.' Ind aditiP-istrative/ccntracting representative railing 
.«-ddress. telephone nuinber, aiectror.lc mail address, and £aesimilt« 
rachir.** Turjjor; a uiie paue executive surenary.* a section on 
r.-^mneny ;;istory rperiti-r to this broad agency a.mcurvweme.nt 
und relevant r apabi- 1 ties accortn ii shments. and past a.nd/or 
ctav»*rT:=tanaous related w=r>: by theraseives and others, along 

,1, nuall f icacicr.s >1 propcsed subcontractors; » ine-page 
'* 3 < ■ esto-e'o.-.art; and a'r.u-tipage sceeistc scope of work. 

wTi;. r.u.Te5*red • asXs . The ia^c item will become the body ot 
-•e -tr.trar* shcu*! i« ’. ier.tified a» -scope of warx* ir. 

-“e v-zposai. I'he itfctor's rrar.a^emer.t /rest prcpu.sai has r.o 
3 j. -- -• tted as u roparate doourr.nr.t. The 
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csst saccisn of th® proposal shall inciuda a fcreaxao**ci c£ tha 
prsposaa atfsr; daaertjsad ir. r.ha technical aacciar. t inclusive 
nr any subransraesor coaca. so applicablut. A achaoui* isr 
pariad of perfersance should be xnciu<t«d that show* presresa 
rcvxews and reporc ffiUacoBaa. Mar.* 5 «r.*nc/co#c ar.c tachnical 
;.rcpc«als .4hai; be subr.icced xr. cr.e signed original and icur 
cop'.fts. 3ffc70rs are ra^uested tc prev’Xda their rraaercial 
and goverrjcenr entity {CASE) r.uaber with their sucwiscicn. 

Ihis troad agency announcenvent shall be open chrsugh Is June 
1399. Prepeaals nay =• subniccad at ar.y citrA durina cbts parisd 
.ir.d contract atwrda may be rjide at any time through fiscal 
/•at l->99. White papers received within the tlrst iZ cays will 
have the fctghea: proeability of funding. fVALwATloN CRITERIA; 
r.i C\’erail seienclfis and cachnical s^rit; th® technical evprcacn 
if Che offeror should address all critical aspects o£ th® effort. 

It)* naewra and a«H^«ne« oe work euclinad by ch« oiforer 

will be evaluated. This evaluatiin factor will inciude: fessibiiity, 

practicality, thorsugruteas. and clarity of th# preposed work, 

C?fferor-s casfabiUties: the offerer's experience is a critical 
:4ctcr. The fasiiltiss, personnel, end equipment available 
for performance of the proposed work are also Inpcrtanc trtdicacsra 
3t th« =lf«iror*» capasiiicy r. a parforn the deeirad week. Tba 
Ciovatnmer.c reserves the rigat tc aware un all. some, cne, or 
.'.one -t tha proposals received. Cffexors shall identify proposed 
centraos type in their paper «uJa«assior.e . Although no 

pcrtitn r:t this annourxotcn: is set aside for H6CU j'r MI parcitipatitn. 
tropssa.s are invited from sli interested sources. Any r.agotiacions 
that may toe r.oceesarj* will tw =unducted baswaen the offerer 
and the rt.ttraciing Officer at Defense Supply Service-Washir.gcon 
«tSS-X» or her representative, linly full proposals suonicteo 
by The closing dace of the sroad agency announee.m*nt *.ll he 
roBSideted. Ail proposals rr.usc etcher be automicted by mail 
ipcst-marksd r.r later than 15 'une I999> or be hand-carried; 

:jro?os4-s sent by facslirtlo v-t tUoctror.lc rail will .ncc be 
acceptftd. Prapsseis will sc evaluated by CSD/*TiE^l?TtI. Tte 
tffertrs rray be required to rrAke a concise OO :t1nutes; presentation 
:t their propeeala. probably in the '.Vaehingeen. li.c. r.etropoi lean 
stea Principal inveicigators -i the recoasandod oiferors say 
ittens. will jjruvide specific guidance t'nr this 

3re3e.’ttata:r.. including date. cima. and Iccattor.. tss-vj will 
najte rrc.itract .iwardisj wltciri a roasonatle period of t-.Te. 

'!h.i5 bread agency anr.ounrarer.t ahouid rot be sonstruec as a 
rnm; crrer.t ot an aatfcoritation to ir.eur eosc in ancicipaticr. 

;i a resciia.-.t contrict. I-nfcrmstior. provided here:.*, is subject 
•.1 ncsiricacion aad in no w.ty htnas the SevernTwat to award 
k Ttr.tract. It is ths policy oJ tSD/STA*/ LFTSE and oss-w co 
■rest aii rropcsals ss compatltive and proprietary ln:orraei o.t 
ir.d t= ctsclcie the contents only for the purpose of evaluation. 

The Siverrunent may u#» selectea support contractor peraonnal 
ks special reao'urtes tc assist ..a asministering the evaluation 
if the proposals. Thase persons are reecricted fc'/ their ou>r,rracta 
Ton J;;.eol.:sing the i-roposa^ intormatica «r using ;t for otner 
tner perfsraung their sosigaod a±niiiistracive tasks . iuescions 
;*gart;r.g this broad dger.sy a'lnouaceaer.t should be forwarded 
to Cepartmar.t tno Artry. i5S-w using Internet aOdresaes: 

Vr. ;-hattc - harry. a.natcolhqda arnjy, mil. M*. -obetk ■ dobeokjlhcfda.atmy.eil: 
via iacsimi.a at i732> 55S '*“46 .ir I“I3» “his .notice 

V i A t>r'*a<i niymn^y anni uf.rv AwnC far P£R W hi\ 4’ir hci it i sect 
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SATELLITE SURVIVABILITY 


The Commercial and Military 
Satellite Survivability Crisis 

whether it's natural radiation or radiation from a nuclear blast, 
can satellites survive? Unless you harden it, 
the Defense Nuclear Agency doesn't think so. 

Since Secre'ciry of Defense Perry's memo to hux ci/moierctul off-the-shelf products oxer mdspec. ipiesiums have 
been rutsed iihout what the impact ivoiiUJ he. Defen.se Electronics has addressed this iitiporiuni issue in previous ar- 
ticles. DL coritinues this Jocus with a/i c.vclustve article written hy key individuals from the Deiense Siuiear A^enev 
who share their xmeern over the impact of radiation on both commercial and military satellites. —The Edittn- 


G lobal int'ormaiion exchange has 
lapidly become ihe cornerstone 
for ensuring the vitality of 
worldvside economic, us well as mili- 
tary interactions. The commercial 
satellite industry lias rapidly grown to 
support this demand for near instanta- 
neous information exchange around 
the world. The military has leveraged 
these commerciu' usscis in recent con- 
flicts and plans to respond to future 
military conilicts by an even greater 
exploitation of satellites under an 
evolving docirino known as "Infonna- 
tion Warfare." Quite simply, the use 
of commercial satellites is now so 
tightly woven inio the fabric of our 
commercial and military endeavors 
that the consequences of the loss of 
these assets is unthinkable, yet such a 
loss is a very' real possibility. 

Studies by the Defense Nuclear 
Agency (DNA) show that the explo- 
sion of a single hieh-altitude low-yicid 
nuclear weapon could de.stroy .Sl4 bil- 
lion worth of low-eanh-orhit satellites 
that would transit through the en- 
hanced radiation belts produced by 
such a nuclear event. This paper dis- 
cus.scs the threat to commercial satel- 
lites from the natural radiation envi- 
ronment and a 
credible, yet con- 
servaiivc. Third 
World nuclear 
threat, the role that 
radiaiioi) loleraiii 
microelectronics 
plays in satellite 
systems, the im- 
pact of the posi- 
Cold War budget 
realities on the ra- 


By R.C, Webb, Les Palkuti, 
lew Cohn, Lh Col. Glenn 
Kweder and Al Costantine 


diation tolerant micrtKlcctronics and 
satellite industries, and concludes by 
describing w'hai is required to ensure 
the long lenn availability of radiation 
tolerant mitroclcctrs)nics through do- 
mc.stic suppliers, 

Background 

.Satellite designers are continually 
constrained by the demands for in 
creased capability, decreased power 
consumption and lower launch weight. 
Thus, they choose the latest statc-of- 
ihe-a.T microelectronics to increase the 
performance of their systems under 
these constraints. Unfortunately, as 
microelectronics devices grow in so- 
phistication (increased integration 
density and higher operating speed) 
they become increasingly vulnerable 
to radiation, as illustrated in figiire 1 . 

To meet the demands of the harsh 
natural radiation environment, radia- 
tion tolerant microelectronics must be 
used in space systems. During the 
Cold War the need to harden strategic 


systems against the deleterious effects 
of nuclear explositms resulted in gov 
ernment research and development 
programs that, in cooperation with 
commercial semiconductor vendors, 
developed radiation hardened semi- 
conductor devices that followed the 
rapidly evolving commercial semi- 
conductor marker. This continuous 
development cycle suppi'rtcd inililars 
needs and commercial satellite re- 
quirements. With reduced DOD bud- 
gei.s resulting from the end of the 
Cold War. this development cycle has 
drainatically slowed and the devices 
presently m use arc rapidly becoming 
obsolete. The combined effects of re- 
duced industrial and government- 
sponsored research and development, 
and the reduced market tor radiation- 
tolerant integrated circuit.s has resalt- 
ed in the erosion of domestic radiation 
tolerant vendors, (i.e. the 2(J vendors 
available in 1990 have been reduced 
to 4 today i. This vital domestic re- 
source is in peril of disappearing. 
DOD support will be required to en- 
sure that future generations of micro- 
electronics are radiation tolerant. 
Lack of this support and potential an- 
availahility of future generations of 
radiation-tolerant 
microelcctromc.s 
from domestic 
.sources also will 
jeopardize the 
satellite 

industry . 

The Van-.Allen 
radiation belt^, 
and solar and 
galactic high-en- 
ergy particles 


Catefory 

Total Ionizing Dose 


Single Event Effects 
Displacement Damage 


L 


Effect 

Degradatim and/or fadure as a function of ionizing 
radiation accumulatioR (i.e., inoiiths — years). 
Relatively instantaneou.s device upset or destmetion 
[e.g.. latchup, burnout or gate rupture). 

Degradation of solar ceUs, chaigc-coupled-sensOR, fiber 
opbes, etc. over a period of time due to lattice eflect is less 
severe chan SEE (x total ionizing dose effects. 


Table 1. EKects of space radiation on lemkoiKluctor devices. (Table courtesy of the DNA| 


Reprinted from Defense Electronics, August 1995 
v^opyright 199S, Argus Inc.. Atlanta. Ca., U.S.A. 
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SateBitt 

Anik E'l & E-Z(Cum»9ts) 
GOES 5.6«nd7(Wc8lber) 
liubbie (Astronomy) 
NOAA-U (Weather) 
ERS-l (Earth Resoufcn) 


Anomaly 

Attitude control failure 
Solar array probtems 
Computer p^lems 
Altitude control problems 
Sensor foiiure 


Ekctjostaiic diMrhaige 
Single evcot upset 
Single event upset 
Sing^ cvem laudn^) 
Single event upset 


Table 2. txompie* of soMiHia Wbres due In nelwrol rwSotien. (Toble cewitesyef the ONA) 


present a hostile enviionmcm l(» mi- 
crocleclrtrnics in space. The primaiy 
radiation cflccts are total a>ni7ing Uose 
Iroir. trapped protons and electrons 
and single-eveni-ulfcet.'i from galactic 
cosmic rav-s. solar enhanced particles 
and energetic protons and neutrons. 
These etfeeis. >vhjch degrade or de- 
stroy gnhardened microelectronics, arc 
summarized in Table 1. 

Figure 2 depicts the amount of total 
ionizing dose, in rad(Si). that accumu- 
late.s as a function of time and altitude 
from the natural cns ironmcnt. The cal- 
culations 'V'cre performed using the 
NASA AES and APS codes assuming 
100 mils of aluminum shtslding. 
When referenced to a typical HI 
kradfSi) surciv.'rt^ility limitation for an 
unburdened part, tve see just how dele- 
tcrii)u.s the effects of the natural space 
environment trn spacelwne microelec- 
tronics arc for n typical satellite sys- 
tem mission that can last from ^ to 15 

years. 

The National Ocophysical Data 
Center maintains a data base on antim- 
alous satellite behavior. Since 197:. 
over 4.500 incidents of satellite mal- 
functions traced to the natural radia- 
tion environment have been recorded. 
Table 2 depicts a par.ial listing of 
some of the mure publicized saieliite 
incidents and their most probable 
cau.scs. 

Most U.S. -built commercial sulci- 
Mics operate normally in the space ra- 
diation environment because they use 
hardening tcchni<|ues dcv«U>pcd for 
D()D programs. In I ‘>94 two Canadian 
communications satellites suffered a> 
ttiude control system (momentum 
wheel controi clcctronic.s) failures 
which were attributed to space craft 
charging caused by a severe magnetic 
storm. A nearby Me.xlcan satellite. 
Soiidaridad. was unharmed by this 
same magnetic storm. The primary 
difference between the Canadian and 
Mexican saicUtics was that the attitude 
control sy.stem for the undamaged 
satellite was manufuciurcd using mure 
stringent radiation hardening mcthocs 
especially in the area of space craft 
charging. Both Canadian satellites 
have been restored to operation. Hmv- 
cver the impact of the ouuige. cDupIcU 
with restoration costs, loss of profits, 
new control facilities and additional 


insurance etc., exceeded Sf>6 million 
lor the Anik n-2 aicne. In addition. 
.Aolk EO’s mission life was shortcneil 
by more than one year. The cost to 
harden a satellite to the natural envi- 
ronment i.s about 1 percent of the total 
system co.sl. This represents u relative- 
ly modest investment when consider- 
ing the risks 
associtited with 
depending on 
less hardened 
satellites, such 
as Anik E-2 
and Anik E-!. 
which cost 
S2bb million 
each. 

Tliird World 
Nudear 
Threot 

In addition to 
the natural 
space radiation 
environment. :» 
credible Third World nuclear threat 
exists due to nuclear weapons prolifer- 
ation. A Third World eoumry could 
detonate a high-altitude nuclear 
weapon at 100-2(10 km and disrupt 
and destroy hundreds of U.S. saicllllcs 
in low earth orbit in a few months to a 
year. Such an incident, if performed in 
the general vicinity of the aggressor 
country, would proiwbly ma invoke a 
miiiiary response from the U.S. be- 
cause the Third World country could 
alw ays deny any knowledge of ad- 
verse effects on satellites and claim 
that they were only doing a weapons 
test. 1 he resultant enhancement of the 
Van Allen belts by electrons, from the 
nuclear event, would result in prema- 
ture satellite failurev Since the f.S. 
depends critically on satellites for a 
variety <if military and civilian func- 
tions. such an incident would have a 
drastic ci’fcci on the U.S. and minimal. 


if any. impact on the Third World 
country. 

Evidence cxlsi.s to show that en- 
hanced electron belts produced by u 
single high-alliiude nuclear e.splosi«i 
can significantly degrade the onboard 
electronics and result in the ultimate 
demise of satellites c.\poscd lo this en- 


vironment. For instance, in the early 
!9b()s high-altitudc atmospheric tests 
conducted by the L-.S. and the former 
Soviet Union created enhanced radia- 
tion belts similar to those expected 
from a TTiird World detonation. The-sc 
tesls led to the electronic destruction 
of a number of low-eanh-orbit satel- 
lites. 

Figure 3 illustrutes the total inniainc 
dose environment encountered by 
saicHltes at various altitudes due to the 
natural environment and a Third- 
World nuclear weapons detonation. 
The triangle, square and diamond 
curves desciibc the natural environ- 
ment :br half-geosynchntnous. geo- 
synchronous (GEC)) and low-eanh- 
orbit (LEO) satellites, respectively. 
The added lines represent the en- 
hanced radiation environment that 
would be encountered on two LEO ttr- 
biis a.s a rcsoll of a single .^1 kT nu- 
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bilscti on ilic kntn\ n susccpiibiliiy of 
ihc onb<\»rd micn)clccironics (includ- 
ing >hii;lding) for these siitcMiles. In 
rciililv. many unitardened systems 
have parts that fail well hchAV this 
conservative value. 

Currently there are «>ver 4H unclassi- 
fied l-EO satellites pertormine a vari- 
elv of military, commercial and scien- 
tific missions that would Iv affected 
hv the nuclear threat previously de- 
scribed. In addition, four future ct*;ii- 
mereial LHO communications satellite 
systems (Iridium. Tclcdesic. Orb- 
comm and Globalstarl are planned, 
rhese systems or constellations .ire 
scheduled to begin operation within 
the ne-vi 4-ft sears and svill greativ in- 
Figurc 2 npnM the »o*bI i^ting dose lho» solellftos Mperienco m the neivrol •nyiren- number of a.vscts vulnerable 

IFig»™c«<rtnyo(rt«ONAI ^ 

clear burst at 120 km altitude. The within two years). The enhanced belts anticipated number ot new saiellite> 
chart plots the accumulated dose ver- maintain a high radiation state tor iwvr per system arc: Iridium, I elcdesic. 
sus the satellite time on orbit. The a year, thus precluding the launch o! .S40: Orbctimm. 2b. and Globalsiiir. 
half-GTO orbit presents the most se- replacement satellites. Figure 4 depicts 4X. If ai L 

verc environment hccausc of an in- the impact on satellite lifetime ot dcio- Wwid Wid® Sowlif® Morkef 

tense electron belt at that altitude nating the same 50 kX low-yield' In calendar year 1944. the world- 

(20.000 nautical miles). The Global weapon shown in figure .”5. Tlic rcsul- wide satellite market was valued at 

Positioning Satellites (GPS) reside in tant reduction in satellite lifetime from 512..*: billion and grtrwtng at abtmt 10 

this orbit. These satellites have abcml a this nuclear event is shown for a num- percent per year. I he U.S. Jias domi- 

lO-vcar lifetime and thus must be able ber <tf LF.O assets. Specifically, the nated this market with a billion 

to survive 10'* rad(Si) of total ionising life of Hubble would reduced from market share. This dominance has 

dose. At the present lime, most com- 1.5 years to 22 months. Tire other as- been ascribed to the long term U.S. 

municdiions satellites reside in GEO sets' depicted in this chart have 4 to a>mmitment to space c.xploration and 

orbits, while the new mobile commu- 7.5-year lifetimes which also will he its preeminence in radiation tolerant 

nicatiCMis satellites such us Iridium and dramatically shortened, as shown, microelccironics technology. Greater 

Tclcdesic will have LEO orbits. GEO Thirty krad(Si) accumulated ioni^ring competition is anticipated from both 

communications satellite lifetimes are dose was used its the metric to estab* Eurc^’ and Japan, as well as Hussia ir. 

about 10-18 years and must survive Itsh satellite lifetime. Ihis'alueis the near tuiure. 



about 100-150 krud(Si). The LEO 
saiclliics normally encounter a rela- 
tively benign environment. .-\ typical 
lifetime of' 5-8 years means that these 
satellites only need to tolerate about .5 
krad(Si). .Note that if I.F.O satellites 
are onlv designed to survive the natur- 
al radiation environment, they would 
be highly vulnerable to a nuclear 
threat. If these satellites were hard- 
ened to GEO natural radiation levels, 
they would survive this threat. Other 
viable regional threat .scenarios evalu- 
ated by DNA produce environments 
up to ioo time.s greater than this sce- 
nario. 

The effect of a low-yield. low -alti- 
tude nuclear detonation would be to 
rapidly '‘pump" the Van Allen Belts 
such that satellites would begin to fail 
in a few months (the majority fail 
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In order to maintjim thv*»r markci 
share. l.'.S. saiellitc iraioifaciurcrK 
must cuntinuu u> prtwiUc sy>tcm?k with 
higher performance and longer life* 
times than Iheir competirors. ITic mis- 
«on lilciimu of high-valued assets can 
be cxpccied to increase from Ihc cur- 
rent HI years lo 15-IS years. Lower 
valued assets, such as ihtrse involved 
in high density LtO communicaiions 
systems will hu\ e lifetimes Iron 5 to S 
years. These satellites will need in- 
creased capability due to more com- 
plex mission requirements. 

The key to obtaining higher perfor- 
mance. longer lived, satellites is ad- 
vanced (higher pert'ormanee and inte- 
gration dcnstiy) microelectronics. 
However, as the pcrfetrmancc and den- 
sity of electronics increases, so Joes 
their siLsceptibiliiy to radiation effects. 
With the current lechmilogy base u.scd 
lo harden microelectronics becoming 
obsolete, new leehnologicul solutions 
must be developed to support these 
modern devices. As each new semi- 
conductor generation evolves, so also 
must the radiation hardening science 
and technology. Although this evolu- 
tion is a costly process, past funding 
by government rewaruh and develop- 
ment programs prov ided the enabling 
technology which ensured the avail- 
ability of radiation tolerant and hard- 
ened mtcroclecirtmics ftvr the ctimmer- 
cial sulellitc manufacturers. 

Semiconductor Soles 

Currently, the L'.S. rndiation-tolenint 
semiconductor sales are a mere (J.4^r of 
the total svorld semiconductor market. 
To remain competitive, semiconductor 
manufacturers inv est research and tk- 
vclopmcni collars in their commercial 
lines and pniduets. The ongoing annual 
cost of developing new radiatirm toler- 
ant enabling technology required for 
each new generation of semiconduetttrs 
is approximately 10 percent of the total 
radiaiion-tolctunt semicivnducior annu- 
al sales. LntdrtunaieK. market realities 
constrain the mantbiciurers' ability to 
meet this need. In the last several years 
DOD investment in radiation-tolerant 
microelectronics technology Iws de- 
creased from over S.50 million in 
to less than S20 million in 19‘>3. This 
dramatic drop-off sjxaks k>r itself. Cur- 
rcflily. IK) adiculiifed plan exists to re- 


verse this 
trend. 

Cemse* 

quences 

r h e 
conse- 
quences 

of de- 
creased 
DOD 
support 
of radia- 
tion-tol- 
erant mi- 
croelec- 
tro n i e .s 
enabling 
tcchnolo- 



Hgur* 4 shews Ih* Slcfinie impact lor a SO kT. 120 km hoightof burU. (Figem 
cawHMy of iti* ONA) 


gy development arc the loss of domes- cial satellite manufacturers and NASA 
tic sources for this critical ivchnv)logy simply leverage otT the DOD technok>- 
and a dcpcrKkncc on foreign sources gy ilevelofMncnt programs. Because of 
of radiation tolerant microelectronics, future needs. DOD must ensure that 


In the last five years Tl. Intel. TRW. the radiation lolerant pipeline remains 
LSI Logic und ATiScT have v'.xitvd the open and evtilves us advance'- arc 
radiation burdened microelectronics made in semiconductor technology. 


market. This la-nd v^iJ place suteirite Hie radiation parts availublc today are 
suppliers ut risk hy reducing ineir com- rapidly approaching obstileseentv. Fu- 
petitiveness against foreign suppliers urc DOD programs will require state- 
of satellncK. This erosion of the U S. of-thc-art radiation tolerant semicoo- 


satellite industry will ecrtainly impact 
national security requirements for as- 
sured acccs.s to space. 

is Required 

DNA has taken the lead In an effort 
to make the DOD aware of the severi- 
ty of this issue »n<l the need tt) estab- 
lish a pre^ram designed to ensure die 
long term presence of domestic suppli- 
ers of radiaiion-toleran: microelectron- 
ics for both military and commercial 
af^ticalions. The basic assumptions 
underlying this program urc: I) the 
commercial space market is sufficient 
In maintain 2 lo T suppliers of radia- 
tion-tolerant microelectronics, and: 2) 


Luctiirs hut the .svmievmductor industry' 
is not investing in this development. 
Only a ceniruUzed gov ernment "clear- 
ing house" can cootdiraiic with DOD 
f^vgram offices to develop a ctwnmon 
technology' road map lo focus industry 
efforts. Such a program would ensure 
that DOD funds prrwitk the ''icchsoto- 
gy push" while commercial .satellite 
mtinufaciureis provide the ■’market 
pull." Thus, even though DOD pur- 
chases a decreasing percentage vif the 
radiation-tolerant production line out- 
puts. these special lines (and facilities) 
wiruld remain commercially viable be- 
cause Ihc chips will be procured for 
commercial saielliies. 


if the government inve.sts in the devel- 
opment of enabling technology which 
allows these suppliers to provide radi- 
aiion-iolcrani advanced prcxhict lines, 
the satellite market will sustain these 
product lines. 

Why a DOD Program 

The DOD's mission calls for tlic 


The Bottom line 

TIk* U.S. vlominance t'f the commer- 
cial saielliic market is the result uf its 
preeminence in radiation-tolerant tech- 
nologies and the U.S. produaion of ra- 
diation hardened mieroeleetronics. The 
harsh natural space cnvirtimncni and 
the existence of a credible Third World 


fielding :ind maintenance of radlatitxi- nuclear threat dictates that the U.S. 
tolerant systems; its radiution tolerance maintain its preeminence in the devei- 
needs arc the most stringent. C'omnter- opment of h'ardened satellite assets. 
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Hovwvcr. dcvolopmcnr of future cen- 
crulions of rudijiion tolerant micro* 
electronics and the L'.S. dominance of 
the satellite market arc dependent on 
the availahility of research and devel- 
opment resources to provide the en- 
abling ieehnoh>gy. U.S. mierwieetron- 
ies suppliers are unable tn make any 
significant in\estmcnt in this area since 
they must suppt>rt development of nevv 
generations of high-volume commer- 
cial electronics to remain competitive. 
(»«)vcrnmeni (DOD. DOli. NASA, 
etc.) support is required if future gener- 
ations of radiation tolerunl micriK'lec* 
tnuiics are to be available from domes- 
tic suppliers. 

Current microelectronic devices now- 
in use were developed with DOD sup- 
pon in the IdTOs and l‘>SI)s. These 
programs emphasized the develop- 
ment and demonstration of electronics 
which could survive and operaic in a 
nuclear weapons di.siurbed environ- 


ment. However, in the current rK»st- 
Cold War environment, funding of 
similar programs has greatly dimin- 
ished. Therefore, the long-term avail- 
ability of hardened parts from dontes- 
lic suppliers is in jeopardy for two 
major rcasivns. Hr.st. without acc*css to 
advanced technol«>gy. domestic sup- 
pliers will not be able to compete ef- 
fecilvely against g<»vcrnmcni-subsi- 
di/cd foreign suppliers and thus even- 
tually will be forced from the market. 
Sectvnd. the life span of micr<x;lcctron- 
ics technologies is finite and today's 
radiation tolcranl.liardcncd devices 
will become unavailable in the ncar- 
lo mid-term (.1 to 5 years) as they are 
phased out of prinluction. 

To address these issues. DNA is cur- 
rently working with the Services to es- 
tablish a government effort to develop 
the enabling technology lo harden fu- 
ture generations of micriKlectronics. 
This effttr! will ensure the survival of 


SATELUTE SURVIVABIUTY 


the domestic radiation tolerant elec- 
tronics industry, and maintain the L'..S. 
leadership in the worldwide satellite 
industry. 


About the Aulhars: 

Hohen C. Webb is Chief of the 
Defense Nuctear Agency (DNAf 
Electronics and Systems Technolo- 
gy Division. Ll CoL Glenn Kwed- 
er, Lew CtAn, and Les Palkuti are 
program managers ut DNA who 
are actiwly invf^ved in de\eloping 
enabling technology for radiation 
tolerant microelectronics. Al 
Costantine, a Senior Nuclear Engi- 
neer at Dames A Moore, is a con- 
sultant to DNA an radiation effects 
in electronics. 


For more information contact R. C. Webb of the Defense Nuclear Agency 
at (703) 325-7016. 
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1 unilerstand the interest this Committee would have in an Intelligence Community 
perspective of the EMP issues outlined in Congressman Bartlett’s 13 May 1999 letter to 
me. Although the questions outlined in his letter focus more on other invitees, I can say a 
few things in an open forum about proliferation, the emerging missile threats around the 
world, and the nuclear threat that will likely face the United States in the future. 

However, I am limited about what I can say regarding various countries’ nuclear weapons 
and missile programs and their concepts for using them in the future. Obviously, you 
would want us to be able to continue to gain intelligence insight into foreign 
developments and intentions, so I cannot divulge too much lest countries increase their 
denial measures. 

'The United States has faced a significant nuclear threat for several decades from the 
former Soviet Union and China. We continue to face that threat today, albeit with 
considerably reduced tension than during the Cold war. Generally, the nuclear threat has 
been viewed from the perspective of direct strikes, but the potential for electromagnetic 
pulse (EMP) effects has been part of it as well. 1 will leave to others more expert than 
myself to describe EMP and the potential damage its effects could have on US military 
and civilian equipment. Instead, I will focus my statement on the proliferation of nuclear 
and missile capabilities and some developments that could affect the EMP threat. 

The proliferation of weapons of mass destruction and the missiles that can deliver them 
has continued to evolve. Wc saw nuclear testing in India and Pakistan last year, 
indicating both are positioned to build nuclear arsenals; Iran seems to be pushing its 
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nuclear weapons program forward; and we are concerned that North Korea has a 
continuing program. Moreover, societal and economic stress in Russia seems likely to 
grow, raising more concerns about the security of nuclear weapons and fissile material. 

The capabilities of the missiles in the countries seeking to acquire them are growing, a 
fact underscored by Nonh Korea’s launch of the Taepo Dong- 1 space launch vehicle last 
August. The number of missiles in these countries is also increasing. Medium- and 
short-range ballistic missile systems already pose a significant threat to US interests, 
military forces, and allies, particularly if armed with weapons of mass destruction. We 
have seen increased trade and cooperation among countries that traditionally have been 
recipients of missile technologies from others. Finally, some countries continue to move 
toward longcr-range systems, including intercontinental ballistic missiles (ICBMs). 

We expect the threat to the United States and its interests to increase over the next 15 
years. However, projecting political and economic developments that could alter the 
nature of the missile threat many years into the future is virtually impossible. The threat 
facing the United States in the year 2015 will depend on our changing relations with 
foreign countries, the political situation within those countries, economic factors, and 
numerous other factors that we cannot predict that far into the future with confidence. A 
glance fifteen years into the past is illustrative; 

• Fifteen years ago the United States and the Soviet Union were superpower adversaries 
in the midst of the Cold War. with military forces facing off in central Europe and 
competing for global power. Today, by contrast, the ideological differences that 
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separated us have been replaced by differences expected between modem nation 
states. 

• Iraq is another example; 15 years ago it shared common interests with the United 
States while it was at war with Iran. Since Iraq’s invasion of Kuwait in 1990, 
Washington and Baghdad have been in numerous military and diplomatic conflicts. 

• Asa final example, we do not know whether some of the countries of concern in 15 
years will continue to exist in their current states or as suppliers of missiles and 
technology. 

Recognizing these uncertainties, the Intelligence Community projects foreign ballistic 
missile capabilities into the future largely based on technical capabilities and with a 
general premise that relations with the United States will not change significantly enough 
to alter the intentions of those states pursuing ballistic missile capabilities. By 
Congressional ditection, we make annual assessments of the threat and will be able to 
take account of any contemporary information that alters our projections. 

The new missile threats confronting the United States are far different from the Cold War 
threat during the last three decades. During that period, the ballistic missile threat to the 
United States involved relatively accurate, survivable, and reliable missiles deployed in 
large numbers. Soviet-and to a much lesser extent Chinese-strategic forces threatened, 
as they still do, the potential for catastrophic, nation-killing damage. By contrast, the new 
missile threats involve states with considerably fewer missiles with less accuracy, yield. 
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War. Ballistic missiles, for example, have already been used against US forces during the 
Gulf war. More nations now have lon^r-rangc missiles and WMD warheads. We have 
seen missiles used in several conflicts over the past two decades, although not with WMD 
warheads; nevertheless, some of the regimes controlling these missiles have exhibited a 
willingness to use WMD. 

Thus, acquiring long-range ballistic missiles armed with WMD will enable weaker 
countries to do three things that they might not otherwise be able to do: deter, constrain, 
and harm the United States. To achieve these objectives, these WMD-armed weapons 
need not be deployed in large numbers; with even a few such weapons, these countries 
would judge that they had the capability to threaten at least politically significant damage 
to the United States or its allies. They need not be highly accurate: the ability to target a 
large urban area is sufficient. They need not be highly reliable; their strategic value is 
derived primarily from the threat (in^licit or explicit) of their use, not the near certain 
outcome of such use. In many ways, such weapons are not envisioned at the outset as 
operational weapons of war, but primarily as strategic weapons of deterrence and coercive 
diplomacy. 

The progress of countries in Asia and the Middle East toward acquiring longer-range 
ballistic missiles has been dramatically demonstrated the past 12 months; 

• Most notably. North Korea’s three-stage Taepo Dong-1 space launch vehicle has 
inherent, albeit limited capabilities to deliver small payloads to ICBM ranges. 
Although the Taepo Dong-1 satellite attempt last August failed. North Korea 
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demonstrated several of the key technologies required for an ICBM. However, as a 
space launch vehicle it did not demonstrate a payload capable of surviving 
atmospheric reentry at ICBM ranges. We assess that North Korea would be unlikely 
to pursue weaponizing a three-stage Taepo Dong-1 as an ICBM, preferring instead to 
pursue the much more capable Taepo Dong-2, which we expect will be flight tested in 
the near term. 

• Pakistan has flight-tested its 1,300 km range Ghauri missile, which it made with 
North Korean assistance. 

• Iran has flight-tested its 1,300 km range Shahab-3 — an improved version of North 
Korea's No Dong, which Iran has produced with foreign assistance. 

• India has flight-tested its Agni II MRBM, which will have a range of about 2,000 km. 

Thus, the threat to US interests overseas from medium-range ballistic missiles is 
immediate, serious, and growing. These missiles could use conventional, and in some 
cases. WMD warheads. Moreover, in a regional conflict, some of these systems could 
loft a nuclear weapon (if the country had one) over nearby adversarial territory and 
attempt to create an BMP effect. However, the effects of BMP are not merely based on 
the height of burst of a nuclear device; the yield and type of nuclear device significantly 
affect the degree of potential damage the BMP generated would create. 

In an unclassified forum, I cannot go into the details of individual countries’ nuclear 
weapon development efforts. However, as wc continue to analyze those efforts, we will 
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be able to work with our DoD colleagues to model the potential effects of the types of 
nuclear weapons North Korea and othere would be capable of producing in the years to 
come. DoD would also be able to examine whether the BMP produced by those weapons 
would be able to damage US military or civilian equipment. 

Also, as additional countries develop ICBVfs, the potential to threaten the United States 
will increase. Thus, the United Slates has faced a nuclear threat for decades; an inherent 
component of that threat has been the potential effects of BMP. We project that the 
nuclear threat will continue into the future, along with the concomitant potential forEMP 
effects. Nevertheless, from an BMP perspective, the launching coumty-Russia or 
someone else— would undoubtedly calculate that the target country, after detecting an 
incoming missile strike, would not debate whether direct destruction or BMP was the 
intent; the target country would view a nuclear strike as a nuclear strike. Thus, the 
launching country would assess that any strike— BMP or not— would risk severe 


retaliation. 



